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3.4.1 External Entity Description
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A15197 3.1 External Entity Description

Name Description Input Data Flow Output Data Flow
HAUATEUU | Heuasyuy - Yaya Email wag - YYAVIHAUATEUY
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A89U8d Email
Password Lag

SYAUVBIFUITN

Name Description Source Destination Data
Structure
Uoya Email | Toya Email HAUATEUY Process 1.1 dla +
Password 994 | Password 1l ATIVFEBUANNGN | SR
AOUATEUU | 1umsidng 83Y89 Email
TLUUVDIRAU Password e
JEUU JEAUVDIANITN
D1 Yayaaun@nly | Process 1.1 Bl +
J¥UU ATIVFRUANYN | SR
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Name Description Source Destination Data
Structure
Process 1.1 ;ﬁ%ﬂm dua +
MTIVHBUAIIUYN RGRR
Ao4Yes Email
Password ey
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Toyarlteud | Joyagldnun | dauaszuy Process 2.1 Fo+Bud+
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ADIN1T GRERIAY 1douveg DESCRIPTION
ameiou Access Point
D2 Yoya Process 4.1 BSSID+ESSID
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Access Point
Process 4.1 Process 4.2 HALA
ATIAABUAIY Juiintaya
ddiuras Access
Point
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Name Description Source Destination Data
Structure
Process 4.2 D2 {Jjaga Access | BSSID+ESSID+
Guiindeya Point DESCRIPTION
Process 4.2 @,ﬁi’f BSSID+ESSID+
Juiintoya DESCRIPTION
%’aga Access ‘i’ljaa‘ﬂa Access t}ﬁ‘fﬁj Process 5.1 BSSID+ESSID+
Point 7 Point #ifeen1s uiludeya DESCRIPTION
aosnmisuily | wnly Access Point
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Process 5.1 Q‘L‘iij ID Access
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Point i Point fifoanns slglla;ga Access Point
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Structure
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syuuudaLiau
msdiausauaniaawansiligasas

Include

Include

IS

sy

aovziau
Access Point

Inn1sTaya Access
Point

urilusiaya
Access Point,

autaya
Access Point,

gUseannsgaTand

anaduRTdtau
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3.7 Database Design
3.7.1 User (§ldam)

A1579fl 3.4 Database Design Table User

ID | Column Type Description Example Data

Constraint

1 d Int(10) eGSR

1

PK




15197 3.4 Database Design Table User (51o)

55

ID | Column Type Description Example Data Constraint

2 | username | Varchar %atﬂ%&m AUTO_ 146 unique
(255)

3 email Varchar A AUTO146@gmail.com unique
(255)

4 | password | Varchar SYENIUY 123456789 Not null
(255)

5 | phone Varchar | tuasinsdni 0967861234 Not null
(255)

6 role Varchar FEAVALITN Admin Not null
(255)

3.7.2 Access Point
a1519fi 3.5 Database Design Table Access Point
ID | Column Type Description Example Data Constraint
1 d Int(10) i 1 PK
Access Point

2 bssid Varchar Mac Address 18-C0-4D-40-D2-E6 0-9,A-F
(255) Access Point

3 essid Varchar %o Access MSU-Net Plus Not null
(255) Point

4 | description | Varchar J1vazLdYn ISAN-LAB ROOM null
(255) $1199)

5 | frequency float AN 2.4 2.45.0
(255)

6 | capabilities | Varchar | 4103157UAU WPA2 Not null
(255) Uaonny

7 | date time | DateTime | 131 Yufi 1:24 PM 22/03/2023 | Not null




3.7.3 Hi

story (UsgiAnnsgnlaui)

15197 3.6 Database Design Table History

ID | Column Type Description Example Data Constraint
1 | date_time | DateTime a1 Sud 1:24 PM 22/03/2023 Not null
2 bssid Varchar Mac Address 18-C0-4D-40-D2-E6 0-9,A-F
(255) Access Point
3 essid Varchar %a Access MSU-Net Plus Not null
(255) Point
4 User id Varchar %a%ﬂrzﬂ%&m AUTO146@gmail.com Not null
(255) LaUNaATUY
3.7.4 %’aaﬂa Access Point YU Firebase
msﬂ\aﬁ 3.7 Database Firebase Table Access Point
ID | Column Type Description Example Data Constraint
1 bssid Varchar Mac Address 18-C0-4D-40-D2-E6 0-9,A-F
(255) Access Point
2 essid Varchar ‘?ila Access Point MSU-Net Plus Not null
(255)




3.8 nswauIUlYd

3.8.1 nseaniuuiuleddinsuldau

lllegitimate
Access Point

awUsznauil 3.13 vt udngsyuy

nAmUsEnaun 3.21 Usenaulumedeyasiail
- Email Ao duwavasldanussuunliannisamaidoudldanu
- Password fg W@ unldidngszuy

GREGNLAND,
\Edit User MainMend | oo user
A . .» A 1
. ai o Role
' 0m2216Bmauact sdevin
No -

Name

anusznaui 3.14 wihdeyaglduviavan

[

NnamUsEneudl 3.22 Usznaulushedoyadsdl
- User Name Al dovasfjldsy
- Email Ao Bavesldanu
- Password fig ¥iar Ul

- Phone #a tweasinsindevaeldau

57



- Role A® ¥AUYBIANNTNIUSEUU

Edit User

awusznauin 3.15 vthaameeugldau

MnnwUsznauil 3.23 Uszneuludedouadll
- User Name Al dovesgjldeny
- Email fio Buaveeyldanu
- Password Aig @R Ul
- Phone fia twaslnsindevaldau

- Role A S¥AUYEUNTNIUSTUU

/ ) [

Bssip

TASE2BFDBC28

74:3E28:8D:8C:28

T4:3628:70:8C:28

74:3628:30:8C:29

74:3628:30:83:69

T43E2BFDE3E8

743E28:8D:63:8

ABE3TDFDDFAT

9CBCD8:01:£5:60

743E28:3D:£3:79

\Rpgistraﬂtp Access Pg
L -

Essip

ISAN_AP

@ AIS SUPER WiFi

eduroam

@MSU-Net via AlS

OMSU-Net Phus

AIS SMART Login

AIS SMART Login

SMSU-Net Phus

© AIS SUPER WiFi

eduroam

©MSU-Net vis AlS

©DLink Wii-2.4G

mwie

AIS SMART Login

Capabilities

wea2

oPn

UPDATE TIME

2023-03-16 16:58:23

2023-03-16 16:59:48

2023-03-16 17:00:49

2023-03-16 17:04:59

2023-03-16 17:06:33

2023-03-16 17:07:17

2023-03-16 17:08:03

2023-03-16 17:09:07

2023-03-16 17:10:38

2023-03-16 17:11:14

2023-03-16 17:11:56

2023-03-16 17:13:28

2023-03-16 17:14:22

2023-03-16 17:1717

Description

ISAN LAB

@n 1T a1

@n T a1

&n 1T 2 1

ISAN LAB

ISAN LAB

@n T a1

ISAN LAB

ISAN LAB

ISAN LAB

@n 17 adu

ISAN LAB

ISAN LAB

1SAN LAB

awusenaudl 3.16 videyanisaamnezileu Access Point

MnnmUsEnoudl 3.24 Uszneulusedoyadsil
- BSSID A® Mac Address w84 Access Point
- ESSID fia o983 Access Point
- Frequency e A3

- Capabilities Ao 11mT1gIUANLUADALY
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- Update Time fg Ju 13a1 71 Update Yoya

- Description A9 9188L8UAR1

AMWUSLNUN 3.17 MNIANIaINELL8U Access Point

[

NnamUsznouil 3.25 Usznaulusedeyadail
- BSSID A Mac Address U84 Access Point
- ESSID fia o83 Access Point
- Frequency Ao Anwd
- Capabilities fio 1195151UANUYABASE
- Update Time #® Ju 1ian # Update Joya

- Description A9 188L0UARN"

GREENLAND

\ch from|Firestore

amUsznaudl 3.18 wintaya History Log

M mUsznaun 3.26 Usznaulumedeyasisil

- User ID fa %0 Email Torldeuiignlaum



_ESSID e #0789 Access Point
- BSSID A® Mac Address 189 Access Point

- Date fo Tu 91 Laan Mignlawd
3.9 NISNAUILDUNALATU

3.9.1 MIATIAIU Wi-Fi wazuanatoya library 19au

sharedPreferences;

AMNUSENBUN 3.20 N15AIAIFILUSENNSU Wifi Scan

PnAnUsenaun 3.28 Useneulumedeyadiall
- Access Point Lﬁ‘U?’J’ayja Access Point Tu List
- subscription Litean1sdstayaiisieLiles

- isStreaming 11 A1 subscription laila null

60
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a WiFiScan.instance.startScan();
if (mounted) kShowSnackBar(context, "star n: $result™);

oints = <WiFiAc int>[1);

AMwUsENaUN 3.21 NS scan

£91N15a719AN LU Access Point Wit53 scan

AMNUTENAUN  3.22 N1SMSIVEBUINEINITA scan b

1n89¥59A1INE@1L19D scan Wwusa kvl onlileariidannuTunkauans

AMNUSENBUN  3.23 N15ANAIN scan

Y

PraunAulANGLUs Access Point

Future<: _startlListeningToScanResul dContext context)
_canGetScannedResults(conte

AMNUSENBUN 3.24 N1Sscan AUNIDEN9RBLIDY

Tn8ay scan lWagrenailadkaziuasuaifiiklsniy



con: t n erm_scan_wifi),
0 d: a artScan(context),
B
t [« fresh),
onPr d: () nc =» _getScannedResults(context),
), f/ ElevatedButton.icon
_buildToggle(
v sStreaming,
onC d: houldStream) as > shouldStream
? t _startlListeningToScanResults(context)
: topListeningToScanResults(),
)a

awUsznaui 3.25 aseduiveisenldau method

SCAN  13enlee1u _startScan
GET Sunldeu getScannedResults

STREAM 15enl4e1u _startListeningToScanResults

LA 3 )

.build
itemCount:

sPoints[i])), // Listview.builder

amUsznaufl 3.26 listview access points

3en class AccessPointTile TaeasAn Access Point 1
\ dll5 Ld
€c efulwidget {
nt accessPoint;
ed this.accessPoint})

intTile> createState() => _

AUSENBUTR 3.27 Create AccessPointTile

WifiAccessPoint WiUAT Access Point fidesnlaeilsauls wu BSSID ESSID ChannelWidth

62
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—= 200) {
= jsonDecode(response.body);

( FiJson in wifilson) {
| wifi.add(WifiUser.fromJson{wifiJson));

urn wifi;

MwusEnaun 3.28 nsiadeyadngrudeyanduiinll

1p8n1598A9 ESSID Lag BSSID 11m513day
@override
void initState()
getWifi().

AMwdsenaun 3.29 Senldeny method

L3uN1UU 1WA super.iniState

widget.accessPoint.bssid. toUppercase()) {
rs.lightGreenAccent;

if (i.s5id != widget.accessPoint.ssid &&

setstate
| color = EMColors.redAccent;

I3H

1
g

AWUSLNBUN 3.30 M51980U Access Point

TneRoulunsil
1) unuduna zuuans Waming luneundiadu lagmnasianuindy Evil-Twin 393

ESSID Mawmetleuluszuuus BSSID lallagnameileu
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2) unudnaee avduuans Warning luweunaiadu laeninnsranuindy Rouge
Access Point @ail ESSID waz BSSID Nhilgameiisuluszuy
3) unudlen Ae Access Point Nawnsilsunsetuiintayaadlussuuuailag ESSID

kA BSSID asanuNamzilau

L

Plugin example app Check can?

e

Maneewan
VW (WPA2 PSKCOMP TSRS

IRSN-PSK.
CCMP4+ TKIPHWPA-PSK-COMP+ TKIP|ESS]
Maneewan 5GHz
[WPAZ-PSK-COMP+ TKIPERSN-PEK.
CCMP+TKIPHWPA-PSK-COMP+ TKIPHESS]
Rattanathip_25_2.4G
WPAZ PSK-COMP+ TKIPTIRSN-PE

C ;,-"w‘wl;{.-.:v;‘; K-COMP+ TKIPJ{ESS|
<~  Wachirapron_2.4G
WPAZ-PSK-COMPERSNPSK-CC

Pantudach_2G
W (WPA2PSKLOMPIIRSNP

AMNUSENBUN 3.31 FBE19NNSASIVADU



