K]

YUABUNITALRUITU

Tuuntagnartemsly PyQté sauffume Python lieWmu Graphical User Interface
(GUI) 90130388 ISAN Security Gizmo Box wazaumnaun1saiiuanulun1sasnemis 5 insesdle
Ta'wn Password Evaluation, Malware Scanning, Message Digest Generator, Vulnerability

Scanning, HTTPS Testing lngaziinsaumsaduanuasil

3.1 N52UNISANUUIU

ISAN SECURITY GIZMO BOX

l

Password Evaluation Malware Scanning  Message Digest Generator Vulnerability Scanning HTTPS Testing

| l l l l

Bits of entropy Scan file, URL Hash text, file Nmap scan Testsslsh
« Quick scan
» Stealth scan
Spectal warning VirusTotal API Hash functions Agaressive scan Output
+ MD5 * hes GUI/Report
. SHA-1 « Vulners NSE
Time to crack Output . SHA-2
GUI/Report . SHA-3 Qutput
Password strength GUI/Report
Qutput
GUI/Report

Password strength

Dictionary attack
mwusznaudl 3.1 nsounsaiuau

MnIredlassuUsyadnusuansliviutiansoumsaiueu fell

1) AnwinsArwiadeyaliauIuia Bits of entropy WagIHad WS LAy

ALIUMTEYATIAMATIN
2) AnwuInsgIu NIST Special Publication 800-638

3) Anwnaiinnslaud Dictionary attack Inauuadu 2 3Usuu Ao Straightforward

dictionary attack Wag Skipping attack

4) AnwwaznaasunIsenlgau VirusTotal AP
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5) AnwllazyAdaU option Nmap uarnTLTeu Nmap sfuan3ua Vulners.NSE
6) Anwinmdau Testsslsh, HSTS Preload
7) Anwwarilsntunagihunlgluniesdie Message Digest Generator lan MD5,

SHA-1, SHA-2( 224, 256, 384, 512 ) , SHA-3( 224, 256, 384, 512 )
3.2 ANSWAIUT Graphical User Interface (GUI) #78 Qt Designer

@B HYRE N=wzazIN

00
CYBER
SECURITY
ISAN SECURITY
GIZMO BOX

Get Start

Password Evaluation (2 Matware Scanning {7} Message Digest

S MEE XM T 080T INET TN ES

{7 HTTPS Tesing O, Vulnerability Scanning

eaELD

‘D&

4

AWUsENaud 3.2 1wt Qt Designer

W1 Graphical User Interface (GUI) @128 Qt Designer it ot usanandlunisd eans
sevieldnunagindesiienng q Inesudineazidu Widget Box w3 Components fiUsznou
Tuane Layouts, Spacers, Buttons, item Views, Containers, Input Widgets k&g Display
Widgets fianunsaldaulduazdiuwinde Properties fiiendasiumsnnusanssusuasy
Style Sheet T duumag Object InaUsznaulusay Object Inspector Az Lan g Object 7y

Frame wazaluved Property Editor 1%u font, geometry, window title

Main{QMa1inhindow} :

__init  (self):

super{Main, self). init ()
loadUi("./:

amUsznaud 3.3 Senldaunth Graphical User Interface (GUI)
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n19L3enlguiln Graphical User Interface (GUI) Aasredae Qt Designer 1115 import
e loadUi 10 PyQt6.uic wieldlunmsTnanuti Graphical User Interface (GUI) Faaand

Main azidugunanu1a1n QMainWindow
3.3 L1AS991 Password Evaluation

3.3.1 MIAATIToLATIUTI

Pool Element Pool size
Lower case a-z 26
Upper case A-Z 26

Number 0-9 10
Special symbols ~ ~1@#$%"&"()_+{(}1|?/ 32

MwUsEnaufi 3.4 Pool of Characters

Password: admin1234 E= L*logz(P)
E = Entropt
L = Length of password E-= 9"log 2 (36)
P = Pool pool characters
E = 9*5.1699
E = 46.5291

MWUsENaUT 3.5 Aee19n15AUIA Bits of Entropy

dmsuiesesflovsadustaiuglfauanunsatousiarimuidosninioldlums
A1l Entropy lneldgnsnsAiuins E = Length * Log2(Pool_of _Chars) Uag3ghansuaans
Judeyadalsunauazdeyainumnainn1sdnwdayganuinivles keepassinfo 53y
foyadenummuessiaiuiitanuudndsiufvuevesoulnslegd 112-128 G dau

< 3 Y a LY Aa < (=
L'J‘UI"ZIG] barldung.com i%UU'J’]“U@i‘;IJﬁL%QﬂMﬂ?W%@Q?MﬁNW‘U‘V}Mﬂ’JWNLL“U\‘iLLﬂiﬂlIGUUW@“U@\TLE’JUI‘VW
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U oy

Y

Manager 3i3aUszasdlvinauiinesassiauli vilileulnsUvessianuilAfgaud siani

7 75-100 O 91ndagyaninand nanilauajufie keepass.info i uidulas Password

Aleiuiianueniwazeniuninduysdazaninle

3.3.2 MTIATIEVvayalien

if password < 8 then
return “Weak”
else
if entropy < 50 then
return “Weak”
else if entropy < 50 then
return “ ;
else
return “Good”
end
end

Mwusznaun 3.6 Reulunmsuanstoyalanann

NnmnUsEneuil 3.5 Reulvmsuansdoyadanaunin uansliifiuinstaruidang
g1 8 wan wazdlothlumwanaegld E = 8 * 71 7 90 11910 log,(128) wanslimiuinfiamny
sannaneeIsUuuUSiuaEie 128 sUuuy Badleifeuiiu pool of characters wéaliiun
sWarnufislen entropy Aaust 50 9 %ulﬂﬁLﬁmwaLLé’ﬁaagﬂlé’dwmﬂiﬁamuﬁﬁm entropy
Faust 50 90 Fuludeusiarusunanausimn entropy Aaus 80 Un suldTnerunild
1NgRs E = 12* 7 Feazdidnvindu 84 O azdodndusiariuifiaauud swnseviody
swaruiAdonslFnu Tnedslalfusouisufusiariulu wordlist ves attacker Faaguldh
entropy Maniiazeeuiuldfe 50 On wag entropy 71 80 Tn FulUazdoniianudasnsislng
Ernegszning 51-79 Ga mneanuhsiaiutuneldlduar 19 asdonih Iwlad 80 Ta
wdniezdimsihstarnuiideudiunlunsiegeuiu Top 200 most common password
of the years founds 3 U 7idnlne Nordpass.com

wona1niing eefeUszifiusian 1w gy s sfar e Jewdunlunsieseuiv
Dictionary 3148 usWan 1uii n5eiu wordlist #38la Tne1933 Dictionary attack wusiiu 2
ERURIRY A ® Straightforward Dictionary attack Wa¥ Skipping attack 7 g Skipping attack

Usgnauniy Combinator attack, Hybrid attack
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a—Bh—B-B

Rockyou.txt Rockyou.txt

Result

awusznauf 3.7 wmallan15¥1 Combinator attack #28 Python wag Hashcat

ﬁ — ! - E + N7us?a?b

Rockyou.txt MASK

Result

mMwusznaudl 3.8 wadinnsvi Hybrid attack a78 Python wag Hashcat

for char in password:

if char.isdigit():
self.chk_numeric.setChecked( )
self.chk_numeric.setIcon(self.check_icon)

elif char.isupper():
self.chk_upper.setChecked( )
self.chk_upper.setIcon(self.check_icon)

elif char.islower():
self.chk_lower.setChecked( )
self.chk_lower.setIcon(self.check_icon)

elif char tl@# ) +-=":

self.chk_special.setChecked( )

self.chk_special.setIcon(self.check_icon)
else:

pass

if len(self.lineEdit_password.text()) >= PasswordEvaluation.minpasswordlength:
self.chk_length.setChecked( )
self.chk_length.setIcon(self.check_icon)

return password

AMWUTZNBUN 3.9 NMIATIABUDIAUTENDUTDITHANIY

Handuillglunsnsiraeusinusznauresianiulng 919899 10AINI9 551U NIST Special

Publication 800-63B lakA Aasnwsiiuilan fenusiulng fiay snvsefiie uaznsI9geu
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IumdnvessiaiugldnulasauisoglainsiainurewuesiewdUseneveylstnuazna

azlsluvng
3.3.3 NMIA1UIN Estimating Password Cracking Times

UNAIU "Estimating Password Cracking Times" voaTulas Better Buys na17ils
sygzalunmsaensiasiardiu lneendatadsnne o Wy ANeTessianIu Usslnnaes
swanu waznshdmalulad msnenswad unaluladnisaenswauuulng q ¥reliaunse
nonswasFaiiuld S e alsfinna Anuenvessiaiusnadudaded dgianluns
Joartunisnoasiasian1u gas7ildlunnsduinde Password crackingtime = (password
length * number of combinations) / decryption speed a8 AINYIITHENIU ADTIUIY
frdnuslusariu Srnugaamay fesiuusiahuidululdimusdmsusiadiuiiam
g1fifun Anadslumsnensia Aesuausiaiufianansonensialdlusiag it e
Tngnnudoyaves John the Ripper [ swwaieos Aauldundianlud 2023 Ao AMD Ryzen 5
7600 %3 GFLOPS 1.17 TFLOPS TWswawesuiilésuanuiemiesainisialaunsuazd
Uszansmmifiomediouas TFLOPS iy Keys Per Second agiianyinfu 1,170,000 Keys

Per Second

Password cracking time = (7 * 62*7) / 1,170,000
= 21069489.1
= 21069489.1 / (24 * 60 * 60)
= 29177 5u K3aUs:ru 2 5u 9 Faluo

nMWUsENBUN 3.10 F9819115A1UIAL Password cracking time
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calculate_entropy(self, password):

if password == '':
self.chk_length.setIcon(self.warning_icon)
self.chk_numeric.setIcon(self.warning_icon)
self.chk_upper.setIcon(self.warning_icon)
self.chk_lower.setIcon(self.warning_icon)
self.chk_special.setIcon(self.warning_icon)
return @

possible_characters = ©

if self.chk_numeric.isChecked():
possible_characters += 1@

if self.chk_upper.isChecked():
possible_characters += 26

if self.chk_lower.isChecked():
possible_characters += 26

if self.chk_special.isChecked():
possible_characters += 32

if password.isspace() ==
possible_characters += 1

entropy = log2(possible_characters**len(password))
return entropy

amUsznaudl 3.11 n3ewand Bits of entropy

flaftu calculate_entropy gldlunnsAiulaia entropy YossWar1ui fldnu
Uauid 111989 nn13a0UeAUTENaUYRIT AN LAY 8198 991UA1U1AT U NIST Special
Publication 800-638 uagiasdUszneud wulussanuludwinlagldgas entropy =
logy(possible characters**len(password) g4 possible characters Aa A1AIY Huldlaves

(3 LY 1 A o Y v ! d‘ ¥ v
aaAUsENaUTaRULa len(password) fia Iuumanvassiaiungldnudeutiun

", "Google Chrome";v="114""

NT 18.8; Winé4; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/114.¢]

response = requests.get('https://nordpass.com/json-data/top-worst-p /findings/all.json', headers=headers)

print(response.text)

json_object = json.dumps(response.json())

with open("./data/nordpass_wordlist.json", "w") as outfile:
outfile.write(json_object)

AMWUSENaUN 3.12 MswWSsugunuaiunu NordPass

Tde1uluna requests Lt g aA1509v8UEY hitps://nordpass.com/json-data/top-
worst-passwords/findings/alljson esudeyasienssariunliaisidain NordPass w1
3149 Request Headers Mszylilusuys headers Fadivianian 200 5@k 2020-2022 dield

JugrudeyalunsihunvimsuSeuiisuiuswaiuiasaiusdaniuiganulunmstiunyhms
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LU'%EJULﬁa‘uﬁ’mﬁamuimﬁaﬁ’uiﬁamuﬁ@jmuﬂawﬁﬂmw'%ahimﬂwudwmqﬁu%ﬁ%’amﬂmlﬁq

=
P1BU

time_to_Crack(self, password):

if password == '":
self.chk_length.setIcon(self.warning_icon)
self.chk_numeric.setIcon(self.warning_icon)
self.chk_upper.setIcon(self.warning_icon)
self.chk_lower.setIcon(self.warning_icon)
self.chk_special.setIcon(self.warning_icon)

return "8 seconds"

possible_characters = @

if self.chk_numeric.isChecked():
possible_characters += 18

if self.chk_upper.isChecked():
possible_characters += 26

if self.chk_lower.isChecked():
possible_characters += 26

if self.chk_special.isChecked():
possible_characters += 32

if password.isspace() ==
possible_characters += 1

combinations = possible_characters ** len(password)

KPS_20286 = 17042497.3

seconds = combinations / KPS_2026
seconds = f'{seconds }
seconds = int(seconds)

AMWUsENBUR 3.13 MSA1WI Estimated time to crack

#Handu Time_to_crack ldlumsawmsseznafinaiiglansagldlunmsoansia

b\hugmmﬁi’fﬁa combinations=(possible characters**len(password) &3 possible characters

A { [ v s v 1 A o [ Y ! a
Ao Aranudululavesesrusenousiannulas len(password) Ao INUIURANVDIT AN UN

3

Algudeauiun Aty combinations 11MsAMANLLIWBLATIARNT W e aE TElums

Brute-force 9¢l@AN Estimated time to crack Wumnuieiund

run_hashcat(self, mode, wordlist, hash,
if mode == H

:\Hashcat\hashcat-6.2.5\hashca

elif mode
command Hashcat\hashcat-6.2.5\hashcat.exe -
elif mode
command Hashcat\hashcat-6.2.5\hashcat.exe -
elif mode ==

command Hashcat\hashcat-6.2.5\hashcat.exe -
print(command)
if command

return "No password found"

process = subprocess.Popen(

command ,

shell=
stdout=subprocess.PIPE,
stderr=subprocess.PIPE,
text=

line in process.stdout:
if line

return "No
self.update_text.emit(line)

process.communicate()
self.finished.emit()

password) :

{mode} {hash} D:\ISAN Security Gizmo
{mode} {hash} {wordlist} {wordlist} |
{mode} {hash} {wordlist} | findstr ':

{mode} {hash} {wordlist} | findstr ':

MuUsenaun 3.14 NsSenlea1u Hasheat
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ey run_hashcat Tglun133u Hashcat Wienagaunslanfiniemadia Dictionary
attack lne option NltUsznaumie Al
1) -d 2 fa 1&en device Tun1slaud

2) -m 0 fip saRuAgnLatseflsidy MD5

[

3) - a Ao WuanldlunmslauAzaaz iU ungldnudenlnedifiden fail
-0 An MIlANAWUY Straightforward dictionary attack
- 1 fim M3lauALUY Combinator attack

- 6,7 An MslauFLUU Hybrid attack

3.4 139948 Malware Scanning

FileScan(self):

print("File Scan")

input = self.lineEdit_malware.text()

url = MalwareScanning.api_ file_scan

files = { "file": open(input, "rb") }

headers = {
"accept”: "application/json",
"x-apikey": MalwareScanning.api_vt_key,

}

response = requests.post(url, files=files, headers=headers)

AwUsEnaudi 3.15 mMsSenldeu VirusTotal API-File Scan

'
v a

flaftu FileScan Tddmsvaunulndigld nud slsdidmnififans violdlngadns
dictionary fiusznaudae key "file" wazenfslndfideanisaunulagld open(input, "rb") vile
Walvdlulvung1uwuy binary 1vuna headers d1msurvelanesey "accept' 1lu
"application/json” uag "x-apikey" {WuAe APl 89 VirusTotal Tudauus headers wavarnae
POST lUdfa VirusTotal APl Ingld requests.post() d@dlwaiag headers 91nik VirusTotal AP

gy saunulnangnasluasdeadnsnauan

Example file Upload file
& - >3

reportjson

mwdsEnaui 3.16 wansmshnavestoyaudlosenly VirusTotal API-File Scan
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id = response.json()['data']['id"]
print(id)

eScanning.fileAnalyses(self, id)

fileAnalyses(self, id):

url = MalwareScanning.api_file_analysis +
headers = {

ng.api_vt_key

}

response = requests.get(url, headers=headers)

MWUsENBUN 3.17 N3R5 ENAYR4 VirusTotal

flafdu fileAnalyses 1ddmsunsvedoyansinszsilndain virusTotal AP Tneld id 7
Aunnanmsawnulndivun headers dusurvelagszy "accept” wu "application/json"
wag "x-apikey" 1O UAY APl v VirusTotal TusauUs headers deanve GET LU & VirusTotal
AP aeld requests.get() Lazds headers lUAaeuay VirusTotal APl 9g8NaaWSNITIATIE Y

Tylanauun

URLScan(self):

Edit_malware.text()
ning.api_url_scan

payload = { rl": input }
headers = {

}

response = quests.post(url, data=payload, headers=headers)

MwUsenaudl 3.18 msiSenldany VirusTotal API-URL Scan

flafdu URLScan Tédm3vaunu URL vesiuledfigldsnudisilndidranidiauisviolsl
Tneadna payload fiusenaudie key "url’ uazAnfie URL vasulediidosnsaunu@dld { url”
input} wazA1%um headers d1vsumvalnszy "accept' 1 w"application/json”, "x-apikey"
JuAe APl 909 VirusTotal, wag "content-type" W "application/x-www-form-urlencoded"
TuRuUs headers wazdsa1ue POST LUgs VirusTotal API Iagld requests.post() wazds
payload g headers #18 VirusTotal APl 9 ¥1sas19aey URL veaiulediigndsluuay

adsnaansnauun
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v

https.//example.com
A - S

reportjson

mwdsEnaui 3.19 wanamslnavesteyadlosenls VirusTotal API-URL Scan

id = response.json()['data"]['id"].split('-"')[1]
print(id)

MalwareScanning.URLReport(self, id)

URLReport(self, id):

url = MalwareScanning.api_url_scan + "/" + id
print(url)
headers = {
"ac ": "application/json",
alwareScanning.api_vt_key

response = requests.get(url, headers=headers)

MwUsEnaud 3.20 MIAs1¥ss URL @84 VirusTotal

lantu URLReport Mdmsun1sveteyan1sinseilngann VirusTotal AP Tngld id lne
id 91A response gNAIN1AIN response json()['datallid’] wazld split(-)[1] Wowamzaui
Fosms 2antuun headers dusuAvelnesey "accept” WU "application/json" wae "x-
apikey" \OuA & APl v04 VirusTotal lusuwUs headers wavdsdnue GET LU VirusTotal AP
Tneld requests.get() wawds headers . VirusTotal APl azdsmadnss e udfiuduiiedfu

URL naun

createReport(self):
print("Create Report Malware")

pdf_file_path = "./data/Reports/Malware_Scanning_Report.pdf"
self.btn_file_email_malware.setText(pdf_file_path.split('/')[-1])
target = self.lineEdit_malware.text()

malicious_number = self.label _maliciousResult.text()
suspicious_number = self.label_suspiciousResult.text()
undetected_number = self.label_undetectedResult.text()

¢ = canvas.Canvas(pdf file path, pagesize=A4)

AwUsznauyl 3.21 Msasalid PDF v09A30siie Malware Scanning

WAt createReport T4@d195189uUsEIAN NG PDF dautsulaninauuniailo Malware

Scanning wavaslugBwalunsdifdldnuisinmsinadnsluinsgise
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3.5 Lﬂ%‘laﬁfla Message Digest Generator

checkFile_Text(self):
if os.path.exists(self.lineEdit_MsSdigest.text()) ==
print(“"File"
MessageDigest.state_detect = 1
self.btn_md5.clicked.connect( : Mess igest.fileExtract(self, " ", M eDigest.getPath(seld
self.btn_shal.clicked.connect( HE igest.fileExtract(self, "s 5 eDigest.getPath(se
self.dropdown_sha2.activated.connect( sageDigest.fileExtract(self, + self.dropdown_:
self.dropdown_sha3.activated.connect( H ssageDigest.fileExtract(self, "sha3_" + self.dropdown_.
else:
essageDigest.state_detect = @
print("Plaintext")
self.btn_md5.clicked.connect( : MessageDigest.hash(self, "md5"))
self.btn_shal.clicked.connect( H igest.hash(self, "shal"))
self.dropdown_sha2.activated.connect( sageDigest.getdropdown_sha2(self))
self.dropdown_sha3.activated.connect( : MessageDigest.getdropdown_sha3(self))

MWUIENaUN 3.22 N15MTI9@0U Input UBNLAT09LD Message Digest Generator

flafdfu checkFile Text 1 msunmaaeudeyaiflitouduniwdignszyluresdeya
self lineEdit_MSdigest.text() Togn3old lngld os.path.exists() uaziiunansnsrvaouluda
bUs MessageDigest.state detect 5?1‘1/\153?@@: MessageDigest.state detect Qﬂﬁgﬂmlﬂu 1 ey
#1111 MessageDigest state_detect gnaaenifu 0 wazsudumsussnuilsiduiigldnuden
foly

hash(self, type):

if type == "md5":
self.lineEdit_outputTextMsDigest.setText(MessageDigest.md5(self, self.lineEdit_mSdigest.text())) \
if self.lineEdit_MSdigest.text() != '' else self.lineEdit_outputTextMSDigest.setText('")
self.algorithm = 'MD5

elif type == "shal":
self.lineEdit_outputTextMSDigest.setText(MessageDigest.shal(self, self.lineEdit_MSdigest.text())) \
if self.lineEdit_MSdigest.text() != '' else self.lineEdit_outputTextMSDigest.setText('")
self.algorithm = 'SHA-1

ANUSTNBUN 3.23 NNl Eaukariendu

ilandu hash Tgdnsurwneuawvesteyaiidldudouwinanuaisenldnuilaiduny
Usslammswavngldnudon Wy mndennisuasdsenn MD5 auisenilendu mds vasnand
MessageDigest taf1IUALEY MD5 vasiayangnszylu self lineEdit_MSdigest.text() uag

wansAuauiuly self lineEdit_outputTextMSDigest
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fileHash(self, type, path):
MessageDigest.LoadAPIKey(self)
text_type = type
if »_" type:

text_type = text_type.replace("_", " ")
self.label_type.setText(text_type.upper())

if type == "md5":
init_hash = hashlib.md5()
file = path
BLOCK_SIZE = 65536
with open(file, 'rb') as f:
fb = f.read(BLOCK_SIZE)
while len(fb) > @:
init_hash.update(fb)
fb = .read(BLOCK_SIZE)
file_hashed = 1init_hash.hexdigest()
print (f"This is file hash {type}: {file_hashed}")
self.lineEdit_outputTextMSDigest.setText(f'{file_hashed}"')

MwUsznaun 3.24 msuavlia

flandu fileHash Tddnsumuumuewvelnangldnudouduanssylu path lngag
ilvangnleudhuuwvimserulndailuvdenvun 65536 lud uazldtoyatulun1sduinn
AAuLesilsndungldanuionlasnmsueylngagyinisisen Python library widediu

ASWETVBAINY

processLineKey(self)
if self.lineEdit_MSdigest.text() == '':
print(“"Data to send Empty")
self.lineEdit_outputTextMSDigest.setStyleSheet("border: 1px
self.lineEdit_outputTextMSDigest.setPlaceholderText("Empty
return
type = self.label_type.text()
message = self.lineEdit_outputTextMSDigest.text() + "\nHash Algorithms: "
token = self.lineEdit_tokenMSDigest.text()
try:
if token != ''
getQR = a geDigest-QRCode.png"
url = " i pi.line.me/api/notify"

headers = {"Authorization": “Bearer " + token}

payload {"message"”: message}
with open(getQR, "rb") as image_file:
files = {"imageFile": image_file}
response = requests.post(url, headers=headers, params=payload, files=files)

AmUsznaudl 3.25 nsnsiadeu Line Notify

flandu processLineKey Mdmsudstonnuwazgunin QR Code LUgs Line Notify ngldy
Token 7 58y lu self.lineEdit_tokenMSDigest kagdoyalieafuauaviazUszinnuavign

AuuBaglduazaeall Line APl Token tiveldlunisdstoya
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qrCodeGenerator(self, hash):

if self.lineEdit_outputTextMSDigest == '':
print("Error: QR-Code is Not Generated")
self.lineEdit_outputTextMSDigest.setStyleSheet("border: 1px solid red;")
self.lineEdit_outputTextMSDigest.setPlaceholderText ("Empty
return

qr = qrcode.QRCode(
version=1,

box_size=16,
border=5
)
qr.add_data(hash)
gr.make(fit= )
img = gr.make_image(fill_color="black", back_color="white")
img.save( sageDigest-QRCode.png")
print("QR Code
return img

AMWUSENaUT 3.26 M5a31e QR Code

PN °

flaftu grCodeGenerator L@ nsuas1agunm QR Code INNAUBTNYNATUINUALUARS

Y

Ty self.lineEdit_outputTextMSDigest a%’wgﬂmw QR Code ﬁ]ﬂﬂ%aﬂﬂaﬁ'dﬂd’l’ﬂmw library

grcode Wieawnu QR Code 3z larwarluzivutaniy

3.6 3asdie Vulnerability Scanning

target = VulnerabilityScanning.validate input(self, target)

if type == "Quick Scan":
option = "-T4 -F"

elif type
option

elif type =
option sV --script=vulners"

else:

option
self.lineEdit_commandvulner.setText("nmap " + option + " " + target)
self.lineEdit_commandvulner.setStyleSheet("border: 2px solid green;")
VulnerabilityScanning.start_scan(self, option, target)

start_scan(self, option, target):
self.textEdit_ResultScan.clear()

VulnerabilityScanning.scan_thread = threading.Thread(target=VulnerabilityScanning.run_scan, args=(self,
VulnerabilityScanning.scan_thread.start()

AMWUIENaUN 3.27 MIMNUAAI option U84LAT83HD Vulnerability Scanning

landuillddmsuivuna option Fuegiumsidenvesgldnuilanduisudunlenisld

VulnerabilityScanning.validate_input livensivgeuaugnassvaaimunenseyly Target
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LaznIadeUANgndesindu IP address w3 e Touuiund dumsaunud wdadu 4 Tnua
1A Quick scan, Stealth scan, Aggressive scan, Vulners.NSE script

3.6.1 Quick scan AemsaunuAseTeviarsamauiuneslngldmsnriidneza il
vl saunuesaausatu Tnehluwdiinasiiumsaunuiissurmesafidfaviniiuiioan
VAN TARNULAENNTTUNILLIATEU UANEN N dunUKUY Quick scan Intddmsuingusyasd
MMsnTIvEeUNeT ATl A enITMAgeUANSve9N15T pusaluLAT R Y I TARNLLUY
Quick scanl4/@1&3 nmap -F -T4 <taret> azdaelvnsaunuiad ad ued195nEnaz g
ﬁm%‘umsm'i'sﬁ]aauwai‘mﬁéi’]ﬁQJJM']ﬁ?W%miwmaﬁmm’m%f’mmm3L%amaium'%aﬁzha, GH
anvanausumulunietievaemadiedus iy

3.6.2 Stealth Scan Wumsawnuniesneuiiamesuuulddnmesaes Tnemsaunuiazsi
msaununesuueIesraniamesTaelids packet ¥fin SYN lWduadeafidoansanny 39
Fmsdeuseuvviarlidamefiosaniemonfiunesishaaunuey msldau Nmap
Stealth Scan anynsavilalngldmds nmap -sS <target> Inefl <target> Ao IP address %3e
Folanveanissneuiinmoiidesmsaunu eaunsntiedestumslandonglanislaly
UNNTEl

3.6.3 Agaressive scan T Nmap fumsasnunesalaglévadionsawnui Sanasianz g
1T TAEMTARNULUY Aggressive wlumsaunuynguuuidululdiuey e tiamsawny
finannvane ey doyaifiainifeniussuuinIeteiimsgnaunu MIaunULUY Aggressive
SR VIRISTERATEY, m%sdwﬁgﬂamwﬁmmmL?%m@iamﬂamﬁlﬁdwsﬁu Tould@&s nmap -A msld
nuAdinaRgrmsawnunesavenaisadminelagldmaiansawnuiivannuane 1wy
ANSALNUA Y OS detection, version detection, script scanning, traceroute L.Lazﬁl‘u‘] %‘:ﬂ%
Pelildl dtoyaiufnietussuuedetefignaunulduniy

3.6.4 Vulners NSE 1y script @msuia3saileaunuszuuinievislag Nmap 32817Ele
aunsoawnumdedinilussuuidmanela lnemsnvasuiugiuteyatedind Vulners.com
wasSeuiieunasnsiunesnuwaruinsialdnuuussuutmaneg script danansaldals

fiu Nmap Mnestu waganunsavinnuiussuuujiinmsauansnsiula
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run_scan(self, option, target)
option = option.split()

self.progressBar_vulnerScan.setVisible( )

for i in range(l@e):
self.progressBar_vulnerScan.setValue(i + random.randint(3e, 4@))
threading.Thread(target=time.sleep(@.1)).start()

result = subprocess.check_output(['nmap', *option, target], text=
VulnerabilityScanning.update_result_text(self, result)

except subprocess.CalledProcessError as e:
print(f"Scan Error: {e.stderr}")
self.progressBar_vulnerScan.setValue(108)
VulnerabilityScanning.update_result_text(self, f"Scan Error: {e.stderr}")

AWUsZNaUd 3.28 Msisunlgdauads Nmap

#Heitu run_scan Tglunssuands Nmap Wenduisen subprocess Tumsaunulagldands
Nmap Tagld subprocess.check output IngideAnds Nmap W3asfiu argument *option Wag

e target W lunadwsvasnmsaunugnininiuludiaus result

createReport(self):

current_ti datetime.now()
file_name /data/Reports/Vulner_Scanning_Report.p
self.btn_file_email vulner.setText(file_name.split(’
target = self.lineEdit_vulner.text()
option_scan = self.dropdown_typeScan.currentText()
if option_scan == e Scan":

option_scan = ault Scan"
command = self.lineEdit_commandvulner.text()

canvas.Canvas(file_name, pagesize=A4)

AwUszAaUN 3.29 NM3asalia PDF v0uA30sile Malware Scanning

WaAdu createReport T4a@s195189uUszIanlda PDF dnsunansnauuias 09i e

Vulnerability Scanning wazaslugadmalunsainigldnudainsihuadnsluimaesise

3.7 w3asfia HTTPS Testing

validate_input(self, target):

has_special = any(char in "<>!@#$% -=?&" for char in target)
if has_special:
print("Special Characters Detected")
self.lineEdit_https.setPlaceholderText("Invalid Input")

self.lineEdit_https.setStyleSheet("border: 2px solid Red;")
self.lineEdit_https.setText('")
return

else:
self.lineEdit_https.setStyleSheet("border: 2px solid green;")
return target.lower()

AMWUTZNBUN 3.30 MIATIE0U Input V8dLATedile Vulnerability Scanning



41

flafdu validate_input Tumsnsanaeuanugniesvestoyafiflinutieutranindsnusy
fewnseldmniifidnusiiayysing fantuasuanideniny "Special Characters Detected”
LAz seean placeholder yoweateyaundn lineEdit_https «Ju "Invalid Input" wadmin
Lifisnusfieilsdfuszilasudnsevvesdestoyathiidudidouardsan target fignuuag

<

Wudqdnusidneanun

def createReport(self):

current_time = datetime.now()
file_name = f"./data/Reports/HTTPS_Testing_Report.pdf"

self.btn_file_email_https.setText(file_name.split("/*)[-1])
target = self.lineEdit_https.text()

¢ = canvas.Canvas(file_name, pagesize=A4)

AmUsEnaudt 3.31 nsaddlid POF veum3esiie HTTPS Testing

ey createReport Tdas1essnuuszinlng PDF d1msuuaninauuaiosdie HTTPS

Testing wazadlugadmalunsaingldnuiaimstnasnslulasesise

~/testssl.sh

is program is free software. Distribution a
modification under GPLv2 permitted.
USAGE w/o ANY WARRANTY. USE IT AT YOUR OWN RISK!

Please file bugs @ https://testssl.sh/bugs/

not offered (OK)
t offered (0K)

NPN/SPDY
ALPN/HTTP2

MNUENBUN 3.32 NSNAaaU Testssl.sh

NAFDUN T8N Testsslsh Tolun1sneaauaiulasnieuaadsniaswasnsatialy
ANINNTYMUTINEATIVABUNITAINUARIANUUADAA VDI ULTST W8T N15LYaUs BT

Uaendeild HTTPS wardamianudasnisdu o
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3.8 n1saesteulugediua

sender_em:

sender_password = ‘eevl

sending(self, receiver_email, subject, body, attachment_path):
name = str(attachment_path.split -1])

message = MIME ()
message[ 'sende = self.sender_email
message[ 'receive = receiver_email

message[ 'subject’] = subject
message.attach(MIMEText (body,
th open(attachment_path, ‘rb') as attachment:

part = MI tion(attachment.read(), Name=name)
part['C sition'] = attachment; filename="{name}
message.attach(part)

.SMTP om', 465) as server:
s login( T self.sender_password)
server.sendmail(self.sender_email, receiver_email, message.as_string())

server.quit()

AWUsENaUN 3.33 Nsassienulldduwa

Aana SendEmail TaTun15d98 1 wak1un15t 3 auna A uLds WIS SMTP w99 Gmail Iaely

library smtplib uag library emailmime @ nsunmsasisuazasdmaluilendu sending @314

a

dualuguiuu MIMEMultipart uaginnun header Blla Lu e (sender) §3U (receiver) way

v v

Wte (subject) WeNIINUGWIMIEESYIIES SMTP ves Gmail lneldluslnaea SMTP_SSL

M lvidnludfwensiesiunasn 465 uagldnsihdssuunieBuauias Svan1uvoeds



