nufuazauIFeninetes
2.1 ynATBuaznnuiiiendas
2.1.1 Bit of Entropy

Bit of entropy Aie Mg inAULTwnIswessHar1U B9 Entropy [2] Aruadlaann
gn5 E = L*log2(P) &4 L Aa AU81I895WaAR"U (Length) Wag P AB YW1Av8Inguenysiane
(Pool of Characters) 7l L4 @595 an 1ws1uIuvesAlaaz anundsusruwdusgrawnnaulsl

aunsamaw lawazidunisduninsmsnlaiulnevaly
2.1.2 Dictionary attack

Dictionary Attack [3] A an1slaufinanuiupslasn fenisleiues Uszinvni s
Aeadestumsldsenaen 13 wioansednuszaun Armunlidmiduiugnilunsneney
ey mslaufvihandasaeddusazdlusemsiiazmaunitagwusviainuiigndes ms
Taufidne Dictionary fnldsaufunmslaufiussnndun wu Brute-force attack iiowfialonalu
mMsUszaunudsadnunrddegnmilaves Dictionary attack fasiemsedildiinasusu

TimunzAuidmanelameignlaud Burt-force attack
2.1.3 Combinator attack

Combinator attack 10 udnuilaluisdesaes Skipping attack lae Combinator &
n13&514 Dictionary Wislaedumsuauvsoihswarunnsetudusia uludiiisiiuaa1u

Hululdfazlanddndalnensld Dictionary attack IugﬂLL‘UU Combination wordlist
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Input

If our dictionary contains the words:

pass
12345
omg
Test

Output

Hashcat creates the following password candidates:

passpass
pass12345
som,

123450mg
12345Test
omgpass
omg12345

Test12345
Testomg
TestTest

AmUsEnaud 2.1 feens Input/Output Combinator attack

2.1.4 Hybrid attack

Hybrid attack {unslaufiuuu Combinator Fadunslémaiia Dictionary attack
NaNAuN1TIANALUY Brute-force attack U 11wihaleALAazA191A Dictionary #3raving

AuazAT wazdumsunundnys Nisenmallaildn Mask temvungaiiag Brute-force
Examples

If your example.dict contains:

password
ello

The configuration:
$ ... -a 6 example.dict ?d?d?d?d
generates the following password candidates:

passwordeeed
passwordeeal
passwordaeaz

passwordg9ss
hellooaed
hellog@@l
hello@ea2

MWUSZNBUTN 2.2 F18e19 Create Dictionary Wolaufnig Hybrid Attack

2.1.5 Rockyou.txt

Rockyou.txt ABLWATNISIUTINTHARIUNNNATT 14 EUTHANTIUTINLIDINUKAIAR
WU Msaziindaya NMITIUTNsHaRIunTIma wasgudeyasviaiiuas s Inldlignsiuey
Tu Kali Linux @t uszuuUUuAn1suuy open source M1 80nwu L oA 1uUa 00 i

a & sl gu A o ¢ v ) | °
ABUNILA DI IwauuﬂISUL'W@'W]QU?%&QQ@WU@’JWNU@@@JWEJ LU NMINAFDUNITLRNCLLAL NIV
n5lauf
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2.1.6 Malware

Malicious [6] Software #13o71i5138nuinsiauas (Malware) iudeiSenlnesinvos
wanlUsunsureyiamesnnulinfignee nuuuaniilesjsiedenonfiumesuiovinlvigyde  CIA
Hu duuszneunilives INFOSEC [4] (Information Security) Fau9nA Confidentiality
(M3FnwAuauveIteya) Integrity (AINULNITIWRITYR) wag Availability (Msldnulaves
seuv) G udedl Security Professional §numiziagngAnssunisvinuvesianailuusay
UTELAN AI9ENU

1) Virus Inazuelsaunfulusunsuaeuiamesuioldwazanunsaunsnszansluda
w3eedu q Wlnsuuudieslufulusunsuvielndsandn

2) Worm ansnsaunsnszanedaedludineufiuneduazeunsaiinieadu q diunns
FTUURTUIY WU Bla N3oszuuwrslng

3) Trojan nasndefliidulusunsuivaenfousass o uiagsiliAnanudenie
dloldvandolufnds

4) Backdoor Watewnslgpuinldnueiesnenfiuneslngluim

5) Rootkit Wadesmiliiuinunansdlusunsuiiuifudionuauedos wiould
avSuesauaszuy (Root)

6) Spyware wauggAnIsUkazTUInNsIgnuely Lare19vluetoyadIu Wy
Ty¥tegldn, swaihu ieteyanisnstiu Wudy

7) Ransomware yimsid1swavsedening fldarliaunsalnlndviensuiiames

2.1.7 VirusTotal

VirusTotal [14] W free online service ianszflngnse URL iomdauisuas
foanamdu 9 didumslae Google uazldnulnegau 5579 wazesdns Tdieaunulnduas
URL 4t 8111195 1350 In99u wazdauds Uszuansd u q VirusTotal 844 Application
Programming Interface (AP)) 7 926l inwWamunaiusasiuaua1u1 salunsawn uu o
VirusTotal Whfunaundndums ous msvesmwadld Weld APl Shitananuisadslndnse
URL iipaunuuasdunadndmalusunsy debilsslovddmdununsaduuasinssidans
Tnesnlui® wsedmsunsTINANNEISaves VirusTotal Whiussuusnwmamnulasn Sod

Tnaudsardiedesiusunsieineiteatuliduazivledegafiussansan
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2.1.8 Message Digest algorithm 5 (MD5)

Message Digest algorithm 5 [11] (MD5) @® j;tJLLuumiLﬁ?J’ﬁﬁ’aLLUULLasusuﬁwﬁams
WhswaLUuUsY (Cryptographic hash) A m3ulasguuuuvesteyaisuiirunliivunawinle
fnnu Ieyludnsuuuuni sl flvunasil nsrzagiu aliannsadengdoyaduatuld
(Decrypt) hldifissnsivdeuindoyaitlfuusiasaSaviioutuviolal Anudaonfedsdoudi
a9 Tuiil MD5 Humsidnswauuy 128-bit Iaduiaiaugiu 16 (0123456789abcd) wun 32

v v

Yonws ueAtiusUssemiiliandy binary uaz base6d
2.1.9 Secure Hash Algorithm (SHA)

Secure Hash Algorithm (SHA) [15] lai' Sun19Waiu1lae National Institute of
Standards and Technology (NIST) Tuaw$gerin weunsaiausnidusimsgnilull 1993 Tne
fidvnelumsdnmiBnsivaeniouas Befielddmumsaisiuesanteyadda SHA
nosfuduAuidondn SHA-0 nutiiteduiunsesiauas gnunuiidsnes duudlediFondn
SHA-1 1 1995 SHA finaneosdu laua SHA-1, SHA-2 [16] uag SHA-3 [17] nesdufildiu
ogsunIMansAe SHA-2 BeUseneumeilviduissiunnsiafunaneilaidu Tneflvuiauden
uazvINAIANATALANA1TY e SHA-2 finuUssiianfe SHA-256 @saiaednn 256

) way SHA-512 @araendivm 512 On)
2.1.10 Vulnerability

Vulnerability Ao 9ngeunsetosini nuteis aninuindeunsoaniizi iy
Jounnsamseliauysal uazmingnidbidulsslevilnesonnauieravilimsndduvsedeys
fing 9 vesesAnslasuanudeme Tuliinnudsmemednilussuuneuiinesierenuag
visoeniauas iudeifinansenuanudAsonnusiuasaenuvessruuamsaumnelussdng
w3aUTEM Madunutedindlug dnagdiludnsasnelusunsuaissyuy (Exploit Code), 1254
yiesfawrfnniungn WU SQL Injection atuidiousundnduiuvdelusunsulingiadey
n3onsendoyaildodtliseiasyidlumds SQL Aidefsgrudeya mndquassuvanunse
Suusutnamsvestedlnd uavfnaslusunsudonnsuvastostnilitu Cross-Site Scripting
(xss) azifuredwinGusunndoyalsinBetiounngliviounasdu 4 gldsusansznuan
Ardsamdiiiuou Tnevaludnasfefudedni dnagldunain Whvesdnius wie

Buledniesiuanusiuaclaon sy
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2.1.11 Common Vulnerabilities and Exposures (CVE)

Common Vulnerabilities and Exposures [10] (CVE) 1d ulasenissnyininy
Jaonde AdidhmnedidlunsquarendiifmeunsuuuassuslaglasanmsiildsuGunu
atfuauINnIENIIANLunisang glvesSFuIanAN WIS AN FEEM LAY
g ualneasAnslidualsnaniils MITRE Corporation CVE W wiadausfsudnvivesiading

a14 9 958U u Security Content Automation Protocol
2.1.12 Vulners.NSE

Vulners.NSE [13] vibviauanunsalunisvinaiuaes Nmap dugnuen8uauLus
santuTuegivilaidumsvirnuvesaniudngnisentd Tudagduaunsavivld Nmap aunumn

Foslwinnu CVE aus1unwesostwid Vulners flaglugnutayandt 1,000,000 Foeln3
2.1.13 Hypertext Transfer Protocol (HTTP)

Hypertext Transfer Protocol (HTTP) fie Protocol @ eansdnsunisuaniua e
asaumainudumesidn Inondnudlflunsivenanstonnunaneiaminlugnmadonser
World Wide Web (WWW ) %WLﬁaﬁaﬂIﬂime web browser 19U Firefox, Google Chrome,
Safari, Opera ua¥ |E Microsoft Internet Explorer engdoyavseriuma Wsunsuusiiges
fandnaeldinslnaea HTTP Sslwslnaoaivinly Server deffoyauliumugesaudosnis
uazusIwesasthdeyauuannauuaanmldegisgndes lumsuanideudoya fusening
Server uag Client %89 World Wide Web (Server) Tngdstioyauuy Clear text fio doyafivin

msadlutiu ldldvinmsdhsia vinldianaunsagnanduuas s1udeyaladng
2.1.14 Secure Socket Layer (SSL)

Secure Socket Layer (SSL) @@ Protocol A 1uA11aUaaniev gnwauld uiiie

Jeadunisdoyanuduwmesilanazldfinisimunluuinsgriumiudasndefiday

' v
aa Y o=

Ungefiofign Tneusen Netscape WugiAnAudunuazdwoluliiu Internet Engineering

B
Task Force (IETF) iunguununmnvesindidiusu Tumsiaunlassasiwedumesidn 1l
m 3 SSLJu TLS (Transport Layer Security) wagldlunstesiuanuuasnfeaesnis
doansvndumeiiinlutagiules TLS way SSL gnldlumsdhsiadeyauazasnsnsitenss

Anulaniesyrindulus s uaz@sinesNldeu Hypertext Transfer Protocol Secure
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2.1.15 Testssl.sh

Testsslsh [18] 1 uin3 safloussvinAndefifinudnuaenainvaieuasidu open
source YlFENNSUNTIABUUIN ST A M9 UM SKNS9a TLS/SSL dsunisiinsialnslveea
WAL NN THAUIIDE19NTBITU VBUNNTBIVUDTWIBS Linux/BSD a@nun90vi1914UL macOS

X wag Windows lagld MSYS2 %38 Cygwin
2.1.16 Transport Layer Security (TLS)

Transport Layer Security (TLS) §AWaIU131310 SSL Protocol wagn15vn9a1uves
Protocol agvimsiinsialniuteyaneunazdsludeuiSudeyalarenis ieliiuanulasn e

'
a o w 1% '

Infudeyaluvaizimdsdoyawmatiunnniesineludunsasgniie
2.2 Software Migatag
2.2.1 Virtual Machine (VM)

Virtual Machine [8] (VM) lugansinsilansnensvaans asnaufingasli1ay
\Ju RAM, Hard disk, CPU lumsdiassnIatpeniiumesialiou deazSenasesignlimsnens
71 Host ka5 8neAs 89@d 81431 Guest Lo aluLAS 89 Guest @1U1SOAAA Az LTINU

syuvUfURnmsltaaiouduilureniusvisvonniosnaufianmes Aedudsamnsofang

53UUURURNTDUNWANANINTLUUURURN TaNv0ATeY Host La

MNUsENauUN 2.3 A2e819lUswnsy Kali Linux
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2.2.2 Kali Linux

Kali Linux {luszuudfiRmeniaund (Linux) fmimesmenfinpesdaiiuguuy
Linux distribution [5] #i@Lse3197n Debian gnidsutusnmiiouiu szuudug wu Ubuntu
AVILEANINTOTIANAI9AN Linux GaBue) Aemsfnsauarld Feature wane wavdfiAeafi
nusuaudasafoszuulefiliv neilddedinge vieddsldlafadeiaunsofnsslaine

MuszuuinsemeluiiilfiSenin software repository ves Kali
2.2.3 Visual Studio Code (VS Code)

Visual Studio Code (VS Code) 1l ulusunsyu Code Editor it lunsudlouay
Uuusalan 91nAe Microsoft fimsiaiueenyiluguiuuuas Open source Jsanunsatianly
aulléuuund 3 Visual Studio Code thy manzdmsutniauniusunsufigosmsldeudauy
wanvedy seefumsldautaun Windows, macOS waz Linux aﬁuayuﬂy’qmm JavaScript,
TypeScript wag Node,js ansnsaideusefiu Gitla thutldouldielidudon fin3esdodiu

e1eag 9 Tdenldoegiaining

2.2.4 Qt Designer

nMwUsZNaui 2.4 feg19lusunsy Qt Designer

Qt Designer Wuasasdiolumsasiswaunaiady wag GUI e1e PySide 9a1115a

iulananeszuuUiuanig (OS) se 13enda Cross-platform nsWeu GUIlay Qt 9l API

I
v

waz Library @19 9 91 @3137 Uit og8lun15a@319uazdan151u GUI components nv148

ATUAYUNIWRINTY C++, Java, Python, Perl, Pascal wag PHP
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2.2.5 Hashcat

Hashcat [7] 101 Open-Source Password Recovery 38 Password Cracking lag
a1u1saldnensia Hash Algorithm Taviateegs lii13giu MD5, SHAL, SHA256, HMAC,

WPA, JWT 59484 Bitcoin, Ethereum Lardasessuna CPU uag GPU
2.2.6 PenTBox

PenTBox 1 uyn$nwIALUADAA BT BONUUUNL DNAFBUAMaBASE AN
afesvenaietns Tsunsuideuludenu Ruby wawajathilufiszuy GNU/Linux usidh
16U Windows, MacOS waz HERIGHNG) Fadl

1) Password Crackers

2) Denial of Service testing tools (DoS and DDoS)
2.2.7 PentestBox

PentestBox 1Tu Software fisrusaum3asiioniadu Security linanewn3asile Tng
PentestBox @111505uuUsEUUURURMS Windows, Linux e L1 Husosodumiouaiiou
WU Virtual Machine (VM) PentestBox ilfasaudf Fadl

1) Web Vulnerability Scanners
2) Sniffing

3) Reverse Engineering

=] a = o a4 A Ada v
13199 2.1 MSUIHUNEUNITNINUYBIATDINDNLNEIVBY

Comparison
PenTBox PentestBox Gizmo Box
Criteria
ATAAGY Linux, Windows Windows Linux

User Friendliness |Command Line Command Line Graphic User Interface

ANURANNKANY |- Port Scanner - Port Scanner - Password Evaluation

299 features &

functions

- Exploitation Tools
- Password Cracking

- Password Sniffing

- Exploitation Tools
- Password Cracking

- Password Sniffing

- Malware Scanning
- Message Digest

- Vulnerability Scanning
- HTTPS Testing
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115100 BUN1S I uIBaAS 0 flafiii 89t e anud 1aS aile PenTBox wax
PentestBox i e dun15vM 91U adne fusardiulng azd uil sddwi o fuswar1u wu
Password Cracking W@ Password Sniffing Fauadesile ISAN Security Gizmo Box azUsziuly
feovns 09 o nananaisldun Password Evaluation, Malware Scanning, Message Digest

Generator, Vulnerability Scanning gz HTTPS Testing Judy



