uni 4

NAN1SANIUIY

Tuunilezfumsnaniwanmsnageumsirassmslasfisomaiia  SSL Stripping
Attack luieSotne LAN @eaifu Sawanisnaaounslani ar Yufl 6 figuiou w.a.2564 msviau
yaslusunsuildlunmsanamyedwiiiduanudsssenislanfsewmeain Downgraded
Attack wazivaila SSL Stripping Attack audsvaaeuliulerdenduiiinswase Salted - Hash

Password

4.1 NanN1SNAFaUNNTINABINTSIANAEmALlA SSL Stripping Attack
nmsiassmslauisiomeaidn SSL Stripping Attack léshassnislayfivaun 3
JULUU Ag
1) BetterCap
2) BetterCap \Wasy Script
3) SSL Stripping Attack
4.1.1 BetterCap

a < I3 a )
A15197 4.1 ulwdvesumningds

[ g
. vaulad
a1au 3 Strip Sniff
0] Tatuu
1 UMINYIFEUMIANTANY Reg.msu.ac.th / /
2 | uyngndemaluladgsun3 Reg3.sut.ac.th / /
3 UAINYIBVDULAY Reg.kku.ac.th X X
4 NIV IAUTITNAERNT Reg.tu.ac.th / /
5 PANTAILNINIY Reg.chula.ac.th / /
6 e IR RO VRPN Reg.mfu.ac.ht / /
7 UNNINYTHY TN Reg.buu.ac.th / /




NUARSNHIAN AT

Print Friendly - dmsudiuu

witrusuein

nsandausvatlszasuazsvaeinu

[ ALl yzaneh [test |

J AU | |

fi
fjé [ asramay |

yiarhu lvinndas

nssniausiaszdrdus

s

a v I3 a Y] ~ . 9
andsznaun 4.1 MUWL’J‘UT‘UWUENEJ‘VHTVIEnaﬁmmmimwmmm Strip 19]

A15199 4.2 Vuledunisuinig

nwUsenaudl 4.2 namsnegeuliuleduninedeumaisany

44

an Website
< Strip | Sniff
U ) JETENT!
HTTPS://ibanking.bangkokbank.com/SignOn.
1 SUIAINTUNN / X
aspx
- . | HTTPS://www.scbeasy.com/v1.4/site/presig
2 | surAslnewIdiae X X
non/index.asp
3 ﬁmmiﬂ'gﬂm HTTPS://www.ktbnetbank.com/consumer/ X X
R HTTPS://online.kasikornbankgroup.com/K-
4 FUNANTNENT X X
Online/
5 | sumsmnsing | HTTPS://www.ttbdirect.com/tmb/kdw1.31.2 |/ X
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<« C A Livaossu | ibanking.bangkokbank.com/SignOn.aspx

dial tcp 119.46.71.60:80: connect: connection refused

mwdsznauil 4.3 degaminivsuinsnssmmliatunse Sniff 16

APTOP-69E0T090. > https 0.events.data.microsoft.com
el 119.46.71.60:80 nternal Server Error -> LAPTOP-69EOT090. (54 B text/plain; ct
utf-8)

HTTP/1.1 500 Internal
: Sun, @6 Jun 202

> 192.168.43.10 [EEUSETHLY] is A [ /Signon.aspx
> 192.168.43.10 EMSUSETHTI MO : 2 .71.60
> 192.168.43.10 [EMSUSEIHT)] . ] 5 -> LAPTOP-69EOT@90. (54 B text/plain; charset=

al Server Er

: Sun, 06 Jun 20

> 192.168.43.10 [EMSCEEIHEIMEE http.request] LAPTOP-69EOT090.
> 192.168.43.10 EESURLTHTIMGEN .dns] Hii§ gateway > local : ibanking

MwUsznaull 4.4 wams test niIuswinrsnsamnldanansa Sniff la

o I3 s 1 )
M990 4.3 L?Ui%mm@ﬁ%u@ﬁﬂWUﬂqﬂii

. o Website
a1y = Strip | Sniff
%9 Tasuu
Vuleanaiausng accounts.egov.go.th/Citizen/Acc
1 . / /
diannseilngd ount/Login
2 NITNINATITUFY accounts.mail.go.th X X
3 nIENITNLMAlnY Moi.go.th / /
4 NIENTNRING Mdes.go.th X X




< C @ accountsmailgo.th

Information

@ pensam

O sadauts

S i

] 92.223.29.19:80 200 OK -> LAPTOP-69EOT090. (

46

mMwusEnaui 4.6 nan1s test Luledvidisaunsevswassaguiliansa Strip 1o

A519% 4.4 Gulasvialy

o w Website
a1nu 3 Strip | Sniff
ETp) Tauu
1 Pantip Pantip.com X X
2 Stack Overflow Stackoverflow.com X X




a7

Susm /sl
|

sarn

# sedEtlum

Tbsdnwuasnafusinnmiasad neratawdilso @

whlden

Assets, 1les/Spacer/opx.png. /><Eroup><SUDErOUp NiNt-weignt= ><ima -removem = allgn= center' src=

px: /AP
bheaderNumeral”>90° </text></subgroup></group><text /><group><subgroup hint-weight="18">ctext hint-align="center">Sun</text><image hint-a

lign="center*>97°</text><text hint-sty aptionsubtle” hint-align="center”>82°</tex > ><text hint-align="center”>Mon</text><image hint-ali
herIcons/30x30/3.png?a" /><text hint-align="center">93°</te: ext hint-style="captionsubtle® hint-align="center ro gr text hint-alig
t><image hint-align "WeatherIcons/30x30/3.png7a” /><text hint-align="cente /text><text hint-sty 2 lign="cente xt></subgroup><subg

18*><text hint-aligr ">Wed</text><image hint-al enter” eatherIcons/30 pngza* g r">87°</text><text hint-style="captionsubtle” hint-align="c
text></subgroup><subgroup hint-weight=" t hint-align="center®>Thuc/text>cimage hint-align="center" src="WeatherIcons/30x30/10.png?a" /><text hint-align="center">87°</text><text h
aptionsubtle” hint-align="center”>81°</text></subgroup></group></binding></visual></tile>

» [15:14:32] [ i 1 23.9.184.115:80 200 OK -> LAPTOP-69EOT090.

<2xml versio 0" encoding="utf-8"?><tile>cvisual version="2" Branding="name" baseUri="http://blob.weather.microsoft.com/static/mus-new/" hint-lockDetailedStatusi="Bangkok
dStatus2="Partly Sunny” hint-lockDetailedStatus g ding templat small® hint-textStacking="center" hint-overlay="30" branding="none"><image plac

AmUsENaud 4.8 ua test Liuled Pantip lilanunsa Strip 16
4.1.2 BetterCap \Wasuy Script

a I3 s a 1Y)
M990 4.5 L'JUi"'leﬁJENQJﬂ']')WEJ']ﬁ g

. & Website
a1Au 5 Strip Sniff
0] TaLu

1 UMINENEUNIANTAL Reg.msu.ac.th

W Ingaemalulaggsuns Reg3.sut.ac.th

UUNINYIR VO ULNY Reg.kku.ac.th

URINGINUTITNAERS Reg.tu.ac.th

waaamaﬁwﬁmmé’a Reg.chula.ac.th

unIneduuina Reg.mfu.ac.ht

~N ol Al w|N
N X SN N XN~
~N| X | N N X |~ ~

UNINYHYTNN Reg.buu.ac.th
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Livaoary | regd.sutacth/registrar/login.asp?f_uid=test&msg=%A1%C3%D8'

zUUnzsunazyseliunatnfnen

Auduinisnisfine umanerdsmaluladysuni

hijulRusmsdreauniw aduarwdssivlouigiuusns

o Y o
ﬂ?m’\ﬁ@uiﬂﬂﬂit@’lm’?Lbﬁxiﬂﬂu’]u

[ oiedenfest ]
s | ]
‘1}; [ asaamau
¢ faiasinu

nsanilaunialsziwuazsiauiandas

dwsinindnun vinvunssinnsununau wleasuenudovng vinuiland lasulvugede da ¥in
AIANMT
Password Limsitlandssidlssinsusasauas uarbiasvdiag mszaraiidhilstasdatal Password ua9vinu Login 147

STUBLATIIMSUMUYITG Wil aesedE iusein
euuninlun1sas Password usa suasiiu

mwdsznauil 4.9 wihdvuinendemeluladasun3aunsa Strip la

POST /registrar/validate.asp

ip

MWUsENaud 4.10 wa test Viuledumivedewaluladasuns

A1519% 4.6 Viulefvassuinng

an Website
3 Strip Sniff
U ) JETENT!
1 FUIANTNTINN ibanking.bangkokbank.com/SignOn.aspx / X
- . | www.scbeasy.com/v1.4/site/presignon/i
2 | surAsknewidiae / X
ndex.asp
3 'ﬁu’lﬂ'ﬁﬂ'ﬁq\ﬂma www.ktbnetbank.com/consumer/ X X

- online.kasikornbankgroup.com/K-
4 SUIANINENT X X
Online/

5 SUNANSNINS e www.ttbdirect.com/tmb/kdw1.31.2 / X
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A Vinoariu | tibdirect.com d # frmiGPrelogin e e !

AWUsEnaudl 4.11 wUsuIATMSineanunsa Strip Lo

: bytes
POST, ¢

> 192.168.43.10 [EMECH A8 MY g ponse] 110.170.151.219:80 200 OK -> LAPTOP-69E0T090. (

TTP/1.1 200 OK

110.170.151.219:80 200 OK -> LAPTOP-69E0T090. (

AWUSENOUT 4.12 K@ test suAsnnstne ldaunsa Sniff la

= < s 1 )
A1579% 4.7 Vuledreammiieauning

an Website
3 Strip | Sniff

U 49 Ty

Aulednasuinig accounts.egov.go.th/Citizen/Account/L y y
1 s

Siannsedng ogin

2 NITNTNAITITUEY accounts.mail.¢o.th X X
3 NTENTHUMIALNY Moi.go.th
4 NILNTNAINA Mdes.go.th X X
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o x| % msmen A @ WL - s x T v

C A linondu | edw-webmoimoigo.th/moi/login o

nsENIeUnIning A | e
Ministry of Interior 06/06/2021

wiusn  iAwafunsemsaen  deyamismumA o uinsUsswivu  Ausuus/mdNARLN  STUUGMAISAUIA O

ol

testedw

sWaru

O vuinnsldauvesiu

nwUsenaud 4.13 widunsensiaalneaidnsa Strip la

1 5°192.168.43.10 [EMSLISERLIN 1 LAPTOP-69EOT090. fhi-t o.th/moi/moiadmin

POST /moi/moiadmin/ HTTP/1.1

-69
LAPTOP-69E0T090. > edu-uet th
1 {http.proxy.spoofed-response 2021-06-06 15:1 223861 +0700 +07 m=+2111.079726250 {192.168.43.180 POST edu-webmoi

.go. th /moi/moiadmin/

MwUsEnauf 4.14 KA test nenTIumalneaunsa Sniff 1o

A1519% 4.8 Viuladvald

. Website
a1au 3 Strip Sniff
%o Tatuu

1 Pantip Pantip.com X X

2 Stack Overflow Stackoverflow.com / X
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C A livsandu | stackoverflow.com/users/login?ssr

= = stackoverflow

G Log in with Google

) Log in with GitHub

I3 Log in with Facebook

Email

Password

r privacy
icking “Accept all cookies”, you agree Stack Exchange can

b cookies on your device and disclose information in
rdance with our Cookie Policy.

Pant haua an arcnint? Sinn (s

AwUsENaud 4.15 iy Stack Overflow a1wnsa Strip 6

tt t LAPTOP-69EOT090. wgep: nsdb. warga 1et/notifications/api/v1/incoming?account_id=2030594866
] 4§ gateway > ¥ FRTT 23.2
f 1

g.net/notifications/api/v1/incoming?account_id=2030594866

1sel 92.223.29.19:80 200 0K

AMUsENBUT 4.16 Ha test 13U Stack Overflow Taianansa Sniff 16
4.1.3 SSL Strip Moxie Marlinspike’s Script

] I3 s a )
M990 4.9 L'JUVL‘UWGU@QN%'WWU”@ g

. o Website
RN ; Strip Sniff
0] Totuu
1 UAINYIFEUUIATTAN Reg.msu.ac.th / /
2 W Ingaemalulaggsuns Reg3.sut.ac.th / /
. UUNINYIEVOULAY Reg.kku.ac.th / /
i UAINGNUTITUAERS Reg.tu.ac.th / /
5 PNAINTIUNINFE Reg.chula.ac.th / /
6 ININYBLLHITa Reg.mfu.ac.ht / /
7 UNINYIFHY TN Reg.buu.ac.th / /
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! A Wunondu | regkkuacth/registr T A

L am inerdusouuiu
KHON KAEN UNIVERSITY nu | ENG

wihiSudu

Username

Password

180n Login sHaHwBUIADSIN KKU Net Account
® sfaduoun:dou

SusHashus:uunsdoy / Forgot reg. password

* KKU Net Wansudiua gkkuacth, kku-wifi-s, KKU-Net@Home UnAnu ua:0101s6us:31
* sHarhuoun:dou : dKSU NFUAUNASDY DINSTWAL UnAnu HED IISHUS:H MINS:LULAL
o s:uultisoosu sHamstou @kkumail

nwUsznaudl 4.17 medrwmtniulsduminetagveulnuaansa Strip 1o

:~# cat sslstrip.log
2021-06-07 03:30:57,287 POST Data (reg.msu.ac.th):
T uid=testmsu&f pwd=testmsu&BUILDKEY=17531
2021-06-07 03:32:38,859 POST Data (reg.kku.ac.th):
T _uid=testkku&f pwd=testkku&BUILDKEY=68593&stdreportstudentcode=&CheckAuth=2
2021-06-07 03:33:07,870 POST Data (regb.sut.ac.th):
f uid=testsut&f pwd=testsut&BUILDKEY=30479
2021-06-07 03:33:48,425 SECURE POST Data (web.reg.tu.ac.th):
lang=th&f uid=testtu&f pwd=testtu
2021-06-07 03:35:13,039 POST Data (www2.reg.chula.ac.th):
userid=testchula&programsystem=S&password=testchula&code=0LU9&submitLogon.x=32&s
ubmitLogon.y=11&language=T
2021-06-07 03:35:13,165 SECURE POST Data (www2.reg.chula.ac.th):
userid=testchula&programsystem=S&password=testchula&code=0LU9&submitLogon.x=32&s
ubmitLogon.y=11&language=T
2021-06-07 03:35:32,712 POST Data (reg.mfu.ac.th):
T uid=testmfu&f pwd=testmfuS&BUILDKEY=25471
2021-06-07 03:36:11,989 POST Data (reg.buu.ac.th):
T uid=testbuu&f pwd=testbuu&BUILDKEY=63262

MwUsznauil 4.18 ua test Viuledvasmnunivendslunisnaassaiusa Sniff L



A1519% 4.10 uladsuians

53

.o Website
a1au 3 Strip | Sniff
i) Tanuu
1
FUIANTNTUNN ibanking.bangkokbank.com/SignOn.aspx / /
2 sUIANSINg www.scbeasy.com/v1.4/site/presignon/in
. / /
WIEE dex.asp
3
ﬁmmiﬂqﬂi‘wa www.ktbnetbank.com/consumer/ X X
4 SUIANSNENST online kasikornbankgroup.com/K-Online/
5 surAIIging www.ttbdirect.com/tmb/kdw1.31.2 X X
€ C A lLivsomsy | scbeasy.com/v1.4/site/presignon/index.asp

SCB

Inawnnlsel EASY NET

aunsusnisesulal -~
SCB E: et

nuwdn uSmsaivn alhs nuuwosy dacois) ‘v | English asy N
1sovng Login to SCB Easy Net
Login Name
© usodaul s ¥l Swauauss
(Phi RINSWIAEHARA Password

s SCB Easy uaau |

iy tumsty Password
sdstuns log in nencads
Password i

syuu'lisasiu Adobe Flash Player ansalyl

Y il 16
\6# hitp://www.scbs.com/th/transfer-
channel

ﬁ/ HouseCall

|
|
amituaa v ‘
TWsunsuaunu3a ‘

% Secured by
Enfrust | ENTRUST
Ylpage : 14 wanaen2s64 0 e
nauswAsnovwding v SCB Easy Call Center
[ 02-777-T777

awdsznaufl 4.19 wmiviusuansinendadamnse Strip 6



V yUUu WRAAU FUA »] 910 3 nPU VLAUOT A UuUyu v
YWSKIFBanZhY31kZAIDDw8WAh8CBTJDb3BScm1naHOgM]AwMSBCYWSna29:IEJhbmngHVlelJIEvaXBhbn
kgTGltaXR1ZGRkZKtald%2BMdqroYD%2FLj lWr2b5hI90Gu8HQa03u0dBcOqOWSDES JSE=1& VIEWSTATEGE
NERATOR=20EA22A4& EVENTVALIDATION-—ZFwEdAAdevaEdDCaVPt4sTangSBc\2Fnzvaobe8akGH)be

SHUAANYZaR]1 05 TAP ARedXZXKYA1Zn1 202z 7aR1InC -G 3mH Y Qula hALINOShRRhOAFED

k40X|LDUHF02F11905mpdnzKUR°2F1K9xDK%ZBsQJquCaOMuBnprfanuYsVZFBYBeIcpTu8D3D&tx1ID—t‘

stlbanklng&tx1Pwd testlbanklng&btnLogOn Log+0n

LANG=T&LOGIN=testsch&PASSWD=testscb&lgin.x= 53&1g1n y=13
2021-06- 07 03 41 32,689 SECURE POST Data (www.scbeasy.com):

~# l

AWUIENBUTN 4.20 KA test SWIANTIMENIRIYE wazsuIAITNTUNNTAII5A Sniff 17

= I3 I3 ' )
MﬁiﬁQV|4.11Lﬁlﬂ%m%adwuaﬂﬂﬂuﬂﬂﬂig

54

. o Website
aau 3 Strip | Sniff
%9 Tawu
Aulesinansuinig accounts.egov.go.th/Citizen/Account/L y y
1 6
ddnnsednd ogin
2 NIENTWEATITUFY accounts.mail.go.th X X
3 NTENTWUNIAINY Moi.go.th / /
a4 NITNTNAING www.mdes.go.th/contact / /

&

C A 'kivasadn | mdes.go.th/contact

uvunesudngseuu

Fodldnu

aru

mwusznaudl 4.21 wihiulednsensnfidviafiewrsegia wazdsauanunse Strip 16



root@10: ~

File Edit View Search Terminal Help

:~# cat sslstrip.log

2021 - 06 07 04:09:01,852 SECURE POST Data (www.mdes.go.th):

6GS3VT5X2dc meaH26Yr02Fd19AaKguL8Ly6R3J0ylGB6T711eanXxxyNes47 YMzUU9AT9W23130
86ManhUYVq0thu3BBlJNYv32H70fU HOwYUzmJ r5SC76QKIkrgReyLulhJS1n53 JoPvb1B-QJWf
uxG IE

yLqYaONaWRAss36hsOHXZ2R 199p77MVol CKdFni6D7go2EILrfZQQLufpd-Zc23QTkWgH-
6RtCNuKxTGh wZhHwupvciC5Dt1W12iIWISAYMWEWGYc]jLfwAlc74JhRCMINGITjz1xQqm25NmThIL
dyK5m3yohd4XSbDiKbGbcVK219xrLpZfCwLP3ehuzrImVBSFDg6QZ691Q8cRYPaxYLOyy1PFhlhrVpc
22bH4oP7690ﬁOGGOVUBvaa7z&7token=ych6UOl326leSSB7I75mrDDHkawthXmiUszS

~#

ATNUTLNBUN 4.22 KA test NSENTIFIVRLNELATEFAD Uavderuaunsa Sniff bl

a5t 4.12 ulaeiialy

.o Website
a1y 5 Strip Sniff
Th) Aty
1 Pantip Pantip.com X X
2 Stack Overflow Stackoverflow.com X X

4.2 JWiguNan1sNAgau

Buludiiainsagn Strip Tasunmu3Sms ua:Uszinnuovi3ulsGiloud

Sulsdumsnends

Sulscisuims

SulsduavruduvumAasy

m BetterCap BetterCap wWasu Script

Moxie's Script

5UTsdninsty

nmusznaudl 4.23 Viuledfianunsa Strip 1 Swunnnuisnisland waguseianveaiuled
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Suludiansngn Sniff lagSwunmu3sms uawUs:innuaviSulvdntoud

4
3
2
| |
0 d 1 : . !

Series "Moxie's Script” Point “ulgeiminedy”
Value: 7

Sulsdumisng Sulsduavkudgviumasy 15UTsdnioy

mBetterCap  m BetterCap wWasu Script  m Moxie's Script

awUsznaud 4.24 Buladiauisa Sniff 1a s1uunsudsnislaud wazuseinnveaiulas

AMNAMNUENBUN 4.23 hazn1mUsenauil 4.24 Nan1snaaaun1shaud wuladninnis
laufues Moxie Marlinspike fuszansamlumslaufunnigaildlnislaud SSL Stripping
Attack

4.3 wan1sasradaun1stasnuiuiduladau 9

HTTPS SCANNER

EX: https://example.com Instruction URL sign in.

‘https://isanmsuxon'i

Last update : 10/11/2021

[Certificate Authority (CA) | R3/organizationName=Let's Encrypt/countryName=US
Valid from 2022-02-10 TO 2022-05-11

[Strict Transport Security (HSTS) | No Header

[HSTS preloading | Preload in Chrome

[DROWN Attack | Secure

[PooDLE ] Secure

[BEAST Attack |

Secure
Stripping Downgrade
Strtipping attack can't stripping attack

AWUIENaUN 4.25 feg1daninanIshanuaulasnievosIules
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4.4 agaUNLINAandu Salted - Hash Password

CREATE ACCOUNT

usermname

password

Register

Back to login >_<

nMUsZNaUN 4.26 188191t Register

localhost:9999 says

Username or Password Field is Empty,

CREATE ACCOUNT

usemame

password

Regisist

Back to login >_<

mMwusEnaui 4.27 vt Register nsdinlinsendeyalumsameideu
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localhost:9999 says

Username or Password Field is Empty

CREATE ACCOUNT

username

Register

Back to login >_<

nwUsznaudl 4.28 i1 Register nsellingen Username Tun1sameidou

localhost:9999 says

Userame or Password Field is Empty

CREATE ACCOUNT

password

Back fo login >_<

mMwusenauf 4.29 wiln Register nsaildinsen Password lunisasmgideu



localhost:9999 says

Account is Exist

CREATE ACCOUNT

Register

Back to login >_<

AWUsENauR 4.30 Wi Register nsfinsendaya Username nilaglugudaya

Login

‘ username

‘ password

Register

nwUsznaudl 4.31 nsdlamzloudnsassiisunduunnntidondu

59



localhost:9999 says

Login Successfuly

Login

nnUsznaudl 4.32 ntindendunsalaendudisa

localhost:9999 says
Login Fail

password

nnUsznaudl 4.33 ntndendunsallinsen Password

60
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localhost:9999 says
Login Fail

Login

username

AMWUTZNBUN 4.34 niindandu nsallinsen Username

localhost:9999 says

Login Fail

] Y & a = v &
ANUSLNBUN 4.35 NU18NDU ﬂimﬂi@ﬂ“ﬂayjalﬂ



localhost:9999 says

Login Fail

Login

nMwUsenaudl 4.36 nindendu nsdinsen ‘or ‘17 = 1’ (inject key) 7 Password

Server Hostname

lisanmsu.com ==

These results were cached from March 2, 2022, 1:50 am PST to conserve server resources.
If you are diagnosing a certificate installation problem, you can get uncached results by clicking here.

isanmsu.com resolves to 203.159.92.102

0 Server Type: Apache/2

The certificate should be trusted by all major web browsers (all the correct intermediate
certificates are installed).

O The certificate was issued by Let's Encrypt.

O The certificate will expire in 65 days.

0 The hostname (isanmsu.com) is correctly listed in the certificate.
‘Server L. Common name: isanmsu.com

| | SANS: isanmsu.com, www.isanmsu.com

Valid from February 10, 2022 to May 11, 2022

Serial Number: 03a8526f709b028306cc78ffbe9945a7e94c
Signature Algorithm: sha256WithRSAEncryption

Issuer: R3

‘Chain Common name: R3

LN Organization: Let's Encrypt
(“ ﬁ Location: US
. Valid from September 3, 2020 to September 15, 2025
Serial Number: 912b084acf0c18a753f6d62e25a75f5a

Signature Algorithm: sha256WithRSAEncryption
teciinr 1ICDZ Dant V4
- - = - - - -

AnwUsznauil 4.37 shethenisuany SSL anndules SSL Checker

62
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« DNS resolves isanmsu.com to 203.159.92.102
HTTP Server Header: Apachei2

The Certificate is not issued by DigiCert,
Geolrust, Thawte, or RapidSSL

Make sure the website you want to check is secured by a certificate from one of
our product lines.

Common Name = isanmsu.com

Subject Alternative Names = isanmsu.com, vavw.isanmsu.com

Issuer =R3

Serial Number = 3A8526F7 CCT8FF TE94C

SHA1 Thumbprint = 37227AF1DF2D98529821CBA1B056BB6F75F25CFC
Key Length = 4096

Signature algorithm = SHA256-RSA

Secure Renegotiation:

o TLS Certificate has not been revoked

OCSP Staple: Not Enabled

CRL Status:  Not Enabled

« TLS Certificate expiration
The certificate expires May 11, 2022 (65 days from today)
« Certificate Name matches isanmsu.com

oy Subject isanmsu.com
AT R valid from 10/Febi2022 to 11/May/2022

awUsenaudl 4.38 fagraniswanuann Buled SSL Checker

TLSv1.2 | TLS_ECDHE RSA_WITH_AES_128_GCM_SHA256 Good configuration

SERVER PREFERS CIPHER SUITES PROVIDING PFS 6@
For TLS family of protocols, the server prefers cipher suite(s) providing Perfect Forward

Secrecy (PFS).
HTTP SITE DOES NOT REDIRECT @
The HTTP version of the website does not redirect to the HTTPS version. We advise to

enable redirection.
SERVER DOES NOT PROVIDE HSTS @

The server does not enforce HTTP Strict Transport Security. We advise to enable it to Misconfiguration or weakness
enforce the user to browse the website in HTTPS.

SERVER DOES NOT SUPPORT CLIENT-INITIATED SECURE RENEGOTIATION ©

The server does not support client-initiated secure renegotiati
_SER_VER-INITIATED SECURE RENEGOTIATION

The server supports secure server-initiated renegotiation.
ﬂVER DOES NOT SUPPORT TLS COMPRESSION

TLS compression is not supported by the server.
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