uni 2

N wazauiieItes

2.1 yATeuaznquiiieados
1) Hypertext Transfer Protocol (HTTP)
msfeansumivledangg  sududesendelnsinaeadififedn Hypertext Transfer
Protocol (HTTP) iulnsinasailldlumsdeastoyauu browser gniwuntulng World Wide
Web Consortium (W3C) tag Internet Engineering Task Force (IETF) I@Sﬁwﬂa’]iﬁﬂﬁiyﬁqm
fio RFC 2616 Fadudeyaifendiu HTTP Version 1.1 usuildiuetnanevnsddudagiu

[ ]

HTTP Protocol ldlumssudstayaseninaaias Client uawiaTes Server lagande Port 80 lu

a1

Ms¥u - detoya Toyandwuazldiinisidisia Tunamadiasendn Clear text Msdeansuy

HTTP Protocol Hunifiulaeviluinnisdeluguuuuiilidues wazlilufivensu windad

Auledvanaui Naduauunisld HTTP Protocol o vinbignandudeyauazgnlaufleiing

http request

\ |

Web Client Web Server

http response

AMWUsENaUN 2.1 M3TU - dedoyauu HTTP Protocol

namUszneudl 2.1 msiu - defeyauu HTTPazwhilédn Client Boniiuled
daneynadu HTTP ud Server saunduanluguiuy HTTP wudu msdeaslusuuuuiiienny
fiuma Lilesanlaifinisidheia lunaneda 1Fondn Clear text

2) Hypertext Transfer Protocol Security (HTTPS)

Hypertext Transfer Protocol Security (HTTPS) fia HTTP Protocol #ivhanusaudu
Secure Socket Layer (SSL) Protocol Qﬂﬁﬂ%umﬁuiuﬂﬂ.ﬂ. 1994  Iay  Netscape
Communications wazgninaunsagrulunianisluenaisves RFC 2818 Tud a.e. 2000 1u
waluladmadhsiadeya Weliiuled uazuonmdiadusineg amnsaiudsdeyaiuldodie
Uaendy uazfimnaniidedie annsonsvaeuanugndesvesieyaiisuddyd laignufuudly §

WaeuRunIsUaTen e 9gnaes waglifinsidsunasdeyaseninenissudsiuuy
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w3 dunesiin lnglususesanuuaendeignesnivlagniisnuiiianuiniietie
Certificate Authority (CA) vilvinsdeansuuiianuiunnndau winitludagdu HTTPS tu
galidupaniiinig  awnsagnlandlamedsivanvate 1w SSL Stripping Attack uae

Downgraded Attack

http request (port 80)
»

: |
SEHELE https response (port 443) | WepServer

AUsENauN 2.2 N33V - dayauu HTTPS Protocol

MnnMsENeuil 2.2 M3t - detfeyauu HTTPS Protocol agiiuldin Client 13un
dulssvanemsluguuuy HTTP Tngedy port 80 iuvesndlunisdeans uaz Server nou
nduunluguiuu HTTPS Tasends port 443 1Wuteanslunisdeans msdeanslae HTTPS
Protocol finsidhsiaiielsinisiuds - defoyatutung

3) Salted - Hash Password [9]

Cryptographic Hash w3efiienfuin Hashing ﬁamiaﬁ”’lﬁagaﬁLﬁuﬁal,mumaﬁ’faagaﬁ
Foens Bsenevsfusianiu videdeyaduyanadug wasihludafuluguteyavioly Text
file wiolufiduy Fedofiveanisvh Hash Fearhianunsanensa vienszvhnislag wiefiae
Reverse Wiipniifudeanusuatiu dddutiagiuiisnig Hash wnane 1wy MD5, SHAL,
SHA256, SHA512 wag SHA3 Lusiu

MD5 Hashing & Cracking tJun13vh Hash ﬁﬁugmﬁqm wazilonane W ufien
poNUTINTETiaNmn9n Crack I¥du3 s Hash fimsAnniserturesen Hash ifiesinms

=l Qs

finuauiRunudeyaifonis Taan Hash Nasnsfuasiianuenivinduaue dmsu MD5 A

q

= 1

2eilANE7 16 bytes (128 bits) Fen hash Adululsiamunfiaviian 2561¢ wse 2128
Rainbow Table Junisifiudeya Hash laefdeyasiuatuainnis Brute Force ie
pusanslunsnsiaaeu dslutlagiu GPU seduUIuna1amanss) suasau1safuwIu Hash

v

Ielusediu 10 du Hash siedundl Fslutagluiifeenidsaniivwmsudeiiioasne Hash e
81UNY hagdlaudugou
Salted - Hash Password (SHP) Wunsiinsialaeenfieuulfnues Salting fe N5l

ANUBLNADNANY LUALLYTHANIWLALINULAAIUBINTT Hash 98AN9A U BrgbiuANUTUAS
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a

Tifudeyafiduaiudu lnsanzedadsiumnaiianislauf Brute Force Attack fan1snay

v o P

infonwsidululaauninagnusianiu uuiRnves Salted - Hash Password Afensifis

LNABNAIUNNYVDITHANIUIINUUIILBUTVANIUILYIN LATUADUNSDATHATI AR LT UL D WY

Tumslusunsuiisnsiiu password vas§ld wuulwufisazuasade ?

Manes Password fegnegutoya Hacker 98y
upATUWIELITA
o User Password
1. 1234 Ly password s
Manee 1234
— g
Manee \fiu hash value faegegrudoya Hacker shuwai3salsioen
Password finse whtngulalisnn
s Hash values (password) &)
2 Hash
1234 function Manee a591a6d40bf420404a011733cfb7b1
90d62c65bf0bcdaz2bs57b277d9 T G
Password > Hacker snumaiisakionn
Manee 1234 muuhai: vallue il Y unugufisnday
haEsitvaue User Hash values
4 + Hash (password)
S function Manee f7b007b41cf9ed8d0414  bv5PehSMF
alt (random) I81bb12dbddssdéds<a  V11Cd
afe8odbd68bjalgGb
bv5PehSMfV11Cd
Tsunsuwioding Thai programmer
hitps/Awen. facebook com/programmetrha

m‘wﬂixﬂﬂ‘uﬁ 2.3 NSAI8819 Salted - Hash Password

[HTTPS://www.patanasongsivilai.com/blog/Password-hash-function-salt-values

Online Tools

Hash File Hash
SHA256 CRC-16 CRC-16
SHA256 online hash function CRC-32 CRC-32
1234 MD2 MD2
MD4 MD4
MD5 MD5
SHA1 SHA1
SHA224 SHA224
SHA256 SHA256
SHA384 SHA384
Input type [Text v| SHA512 SHA512
Hash | @ Auto Update SHA512/224 SHA512/224
SHA512/256 SHA512/256
©3ac674216f3el5c761eela5e255f067953623c8b388b4459e13f978d7c8464 SHA3-224 SHA3-224
SHA3-256 SHA3-256
SHA3-384 SHA3-384
SHA3-512 SHA3-512
Keccak-224 Keccak-224
Keccak-256 Keccak-256
Keccak-384 Keccak-384

AWUsEnaud 2.4 fegresnnsdnssagaamailn Hash gae SHA256
[HTTPS://emn178.github.io/online-Tools/sha256.html]
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Shaz5() Encrypt & Decrypt 8@

[m te one or several hashes (up to 500 ]

SPONSORED SEARCHES

AMwUsznaudl 2.5 Msisvasemaia Hash dae SHA256
[HTTPS://md5decrypt.net/en/Sha256/#answer]

9nAmUsEneudl 2.3 n3dlfaegns Salted - Hash Password anusauUSNsalfIoEns
sonlidu 3 nsdl Ao
1) Wifimsudnsita (Clear text) Password gndmivlugiudeyalaenss anunsagnandu
Joyalalaedng
2) drsvadeilerdu Hash Unf wndeyadudefnisduananniuly Hacker fia
aunsoguiald  wasbuieulfidenuadnsiildainns  Hash  function
Aoty Fernuisluusiazeiaaylduadniifoatu fsnmusenoudl 2.4 dregrenis
\ihsviashematin Hash ¢e SHA256 wazamusznoudl 2.5 mathsamewmeaie
Hash 8 SHA256
3) Wsvamewmatia Salted - Hash Password
4) SSL Stripping Attack
wiatian1sasuloaloausa (SSL Stripping Attack) Qmauasﬁﬂuﬂ A.71. 2009 Tae Moxie
Marlinspike 7147 Black hat DC &3 SSL Strip Suumslaufluzuiuy Man in the middle
Attack (MITM) Aemsunsnnananisiesns ngunfide Client $oswoluil Server Tuguuuuves
HTTP wé Server awvhmsneunduniluguuuuves HTTPS Geasfimnuvasnsdslunisieans
uimdnisTaufuuu MITM Sudle Client foswelufilusuuuumes HTTP uéa Server agvhims
maunauNIlugULUY HTTPS Failvimsdeasiutaonde udmeliadanannagyiinisumsnnans

Asdeans wazildsundunndu HTTP Bnasandaannd server tuuasudu HTTPS waa3evinli
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See

Client N¥osveluluzuuuuves HTTP LiSfdgnunsnnatamsdeansudd Aeliy SSL Strip tu

0191 U W ¥

a1unsalaud HTTPS 19 vnn Client Lidunsiiudennuiinundfazvinlinndniudouandn

Y Y

2°

#ine 9 Wileannn HTTP luifinnsidswa (Clear text)
5) DROWN Attack

Decrypting RSA with Obsolete and Weakened Encryption Attack (DROWN Attack)
Jutoslmififiuade HTTPS wag service du 9 feusinfu Secure Socket Layer (SSL),
Transport Layer Security (TLS) waglwsnpeanmisinswadidndadu 9 dsdnsinaoamani)
ounwlinnauumdiuled ddwad Tevesoulay wardoanseoulalaglifeyanatia
(Third - Parties) gnineuniadausnludl 1995

DROWN Attack augaliiiaanesvaanisidisialaemsmnunemalisessu SSLv2
Fadu TLS Jurewd 1990 usnandamiiAnlu SSLv2 Safnanndedwives RSA Snsnedasi
THusanesannsas violuedeyaidumnuduld Wy sWaru lavdnsiasin Anwdy
ynansAn visedeyamsiiu s Weldeutiunen U 2016 Jaenld 339% wea HTTPS server i
Foslmifvinlvanansalandls uslutiagtutestnisnandlmuiiuesasnn Tl 2019 wau
SSL finsuszanmunsindvediniuu HTTPS server wied 1.2% wifin TLS luniesduangnazly
ougelviinsdensielay SSLv2 udafiniu mnusgpuaszuuivundusegaitelyiAney
Sangusiemsldnutiudanansitiutestmifvihlsiglin fsfausmianldifielondszuuls Tuns
Hosfunslasfidosuannsnrildlnedanisldan ssivz isluulad Private Key agliign

Tgvulnslnaea SSLv2

A Victim Server
supports SSLv2

Attacker reads the
TLS connection

&
(==
p Sgoee” /
: I T L LA
Attacker Attacker launches malicious
SSLv2 probes to the server

AUsznaufl 2.6 dnwaznslanfisiewaia DROWN Attack
[HTTPS://drownAttack.com/]
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amUsznoudl 2.6 Client Tilnslnasa TLS Version Hagthu $eseld Server lned
Hacker LHuaunanslumsdoanst uanfiuedwives Server fiatfuayu SSL Version 2 dafu
Yodlyrifiannsngnlaufldaeimadia DROWN Attack 91ntu Hacker ¥11n13 Downgraded ms
Lﬁ?jlawia‘uad Client asundu SSL Version 2 ﬁf’maa

6) Padding Oracle On Downgraded Legacy Encryption (POODLE) Attack

Padding Oracle On Downgraded Legacy Encryption (POODLE) Wudedwives Man
in the middle (MITM) siausnveadlan gnAunulag Thai Duong Wag Krzysztof Kotowicz 1in3de
AuAUUaBniEves Google wavgninewnslutisUatgl 2014 POODLE Attack LAnaInn1s
Fouste TLS dainns Downgraded Wiy SsLv3 Tnededlmithiliuganesanuisasinduns
doasidnatald fodwily ssLva agldnuluy TLS awsavilélaendeu Session 91 ¢
qunszite Client neaedld ssL lunedduindt Sinsdhsieun sslva duldnsdrstauuy
RC4 Stream Cipher %39 Block Cipher Tulviun CBC Jgywiuas Server fidhswase CBC Tu
SSLv3 @9 Block Cipher ﬁl@imamquﬁa MAC (Message Authentication Code) Wilenensia
Padding fiasysaiazlsiannsansivaeulfegaiiau Padding Fidauendus 189 L lud (L
fio vunves Block Aivhadudulud)

TuT 2020 Web Application Vulnerability 1891318110031 3.9% veaiuidniesi
faenfuanu SSLv3 Jadutedluives POODLE uslutiagiuusiazld TLS Protocol figfiinnni

30% Mzgnlan iiesanatiuayu TLS 1.0 Faduteslnifl BEAST Attack anansolauls

Client Request Man in the Middle  Server Response

CE— O
CGEs— O
Gl — O

Browser

é Sniffer

AwUsznaufl 2.7 Snwaiznislanfiaewaia POODLE Attack

[HTTPS://www.trendmicro.com/en_us/research/14/j/poodle-vulnerability-puts-online-

transactions-at-risk.ntml]
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awUseneufi 2.7 Snwagnislaufidemaiin POODLE Attack & Hacker uaunan
nsdeans Taway Block Tlmsdeusonnn TLS Protocol wavaSeu Session 919 qunseits
Client gauld SSL Version 3 udadsihnisaniudeya
7) BEAST Attack
Browser Exploit Against SSL/TLS (BEAST) 1unislaufigesiniuu network Tu TLS 1.0
WAy SSL 13Ul ¢ BEAST Attack gﬂﬁuWULﬁlaﬂ 2011 lae) Thai Duong wag Juliano Rizzo
Fuduinidesu Security ivinauliiiu Goosle Fadlwisina Iummqwﬁﬁfugﬂé’uwuﬁy’m@iﬂ
2002 Ime Phillip Rogaway UNITeAUAINEINITIRERU Laga1nn5I9elul 2020 1ng Acunetix
Web Application Vulnerability wu31 30.7% fivhnsasiaaeudafivedind TLS 1.0 il
BEAST Attack anansalauils auanddiifiufiatymeumiuuasndvdsiogsia
Lideginmhaadnuarln o fuduusiumnuvasnsounlilugeniiung Jamaes
Tndves  sSL/TLS  Adsmaduilgmddaivilinslesdlusuuouimlsiinasdu  BEAST,
POODLE w38 Open SSL ua Heartbleed Hufftaninsalayiils
8) Man in the middle (MITM)

1 v a

AMSIAUAKUYU Man in the middle %59 MIMT tJunislaulaenilelidnTamdnuiwnsn

Y

Y o

NANITENININTAUNUITEING Web Client wag Web Server wavivtnidudinaidlunissu -

Yo Y1 v

defayavesdgaunun IneigaunulansuitlafigauduiSuldunudaunuivemuey vildla

U Y
Y

wiswldsunuunislandludneazaniuvselasuuUasdeyaive 2 fedeasey Fennslaudilgn

RV Y

v

nUszgnaldiunsdeanseng qlussuunsuiiunesuazgunsal Wi-Fi access Point Lilo81u
Unouuuas visaunlutoyaisudaseninsnauinmesis 2 1ases dansidnsiiaiiiesegaiealy
anusadesdumslandilliiauely fdsugdaddlasinalale 9 Tunstuduraumnlaetiagneias
mslaufuuy MITM awnsaldnslaufinisdearsdeyaveszuunn 9 luwaSetnedumesidals
lnede osmnguuuinasgiuvesnsdeansteyanie q Tussuudumesilalildgnosnuuy
wsinsihwenudaensievestoya wu nsdeansteyarulnsinaea HTTP dmsuiseng
¥ <@ & 1 ! 1 1 ¥ L o ¥ a ] L v v ¥

Joyatiulessng qdwlnglifimsidsiaduihbigladanunsaldlusunsudwiudndudeyaly

wwseunela Wi TUsunsu Wireshark, TCPDump, Ettercap %39 BetterCap
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http://bank.com

\ 4

Client Bank
- http://bank.com ; https://bank.com -

A
A

Hacker

AMNUSLNBUTN 2.8 anwaenslaudniemala MITM

PnamUszneudl 2.8 dnwamslaufisiemada MITM 9zdiulddn Client $oswe
Auled HTTP 901l Server azvin1sneunduuntuguhuy HTTPS usl Hacker MduAunananis
doanssening Client - Server ymsiUasunduuilusuuuy HTTPYA Client N¥osveluly

sULUUTes HTTP Wuliiifmingnlaufuda

2.2 Software TAgados
1) Kali Linux Operating System [10]
Kali 18uszuuyiinig (Linux 0S) syuuufjifnisaivaneda wu MacOS, Windows,
DOS wag Linux Wit Kali Wy Linux OS flsenuuuindmiunugumiusiuasszuuled Tasns
fifnds Software s1eq finazgnldnu lunsvhoueliZeusesudr viedslildads us
annsaRnseldlaedine kuszuuinsclusunsudiifididendn Software Repository wes Kali
lnglanie
Kali singnussinfuszuumes Hacker Andaudrazifu Hacker 11gsvuy usdlunuduy
Wiy mwdidyvesnsinusuaiuas  szfumnudifstunisldousnninnsd
TWsunsu waneudnisldnulivaaes negeulusunsudmuausiuasingg wangdmiuieln
wazrlaloanideiianadlusunsues Aeuvhausilefiynaumsinvinazasdliifiofin
TUsunsusnee 7 Hacker o19agldlunsnaaeuszuy
2) Ettercap

[V 2 =l

Ettercap Lu tool fildviluisesesnisindudeyavselddmiulaulugunuuves Man

U
iz

in the middle flegmeluiaietnaidentu Tnef tool Huamnsafiezyinnislaslely
Mafmwmagmﬂiu ARP poisoning, ICMP redirect %39 DHCP snooping %ﬂiuﬂ%ﬁﬁﬁ%ﬁﬂmi
NAABUNISIANAAI8IS DNS  spoofing Lflumst,ﬂ?{au%’aagasum DNS T#3slufl 1P Address
Uanemaisuitlilldvends  weeitnislaufuuviedunadiunnufnunilden  esnly
Address Bar wasiustiwesazuans URL figndas uiiiulsduanemaiulaldivlediuiade

aUsvasdanan  esnislanfsieislonnnlunisuluedeyadiuiivesignlanfivu  vivled
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Yo95uIANTe1TEiNTUasuwUaa UledvessuAsTuN el InsendeyadIn  Username,

Password a3l Avili Attacker ladayavousilulaie

3) Python QT Designer

Python QT Designer Juimsasilefildlun1sasns uagesnuuu Graphical User

Interface (GUI) @115091N1914UU Desktop PC, Smart phone, Embedded system @113

naulenatessuuufuRng (Operating System) 138 Cross — platform Wiailusunsunvinu

uy OS wils awnsaihly Compile Wislsanunsavinanuuu 0S aulneiilifeawdlusunsy QT

Designer @wnsaidianld APl Library #1199 Al@gunionien C++ ylraunsanaiuiwounain

Funuy GUI wazdsaduayumsiiaiunyis C++, Java, Python, Peal lag PHP

License Comparison Chart

Commercial

License cost

Must provide
source code
changes to Qt

Can create
proprietary
applications

Updates provided

Support

Charge for
Runtimes

License fee charged

No, modifications can be
closed

Yes - No source code must
be disclosed

Yes, immediate notice sent
to those with a valid support
and update agreement

Yes, to those with a valid
support and update
agreement

Yes, for some embedded
uses

LGPL

No license fee

Source code must
be provided

Yes, in accordance
with the LGPL v. 2.1
terms

Yes, made available

Not included but
available separately
for purchase

No

GPL

No license fee

Source code must be
provided

No, applications are subject
to the GPL and source code
must be made available

Yes, made available

Not included but available
separately for purchase

No

AMwUsEnaudl 2.9 Software license QT 114 3 WUU

[HTTPS://bit.ly/3dgW337]

a) Ussildveasuredwives SSL (SSL Tester)

SSL Tester wupsasilafiliusnislunmsasivasumaadiunives SSL/TLS vuiuled

ADURAMIUAMUAUNLN Lazn1sivuAAl SSL, Certificate Authentication (CA) Wudu Viulad

Asusmslunisasiaaeudedlns SSL/TLS vwiuledivainuansluyissmanay SSL labs by

qualys, SSL Checker, Digicert SSL Certificate checker wag Gleekflare WHudu



3 Facebook x | @ ssthecker X | B) sstServer Test:imsuacth x|0mmm-mx|owmmmms~vx\usmnw x|+ - 0
€« O A nhttps//gfdev/tests/31vs14cra02 % = @ @
[ CSSTutorial & super

& itmsu.ac.th (202.28.34.198) Tested fiom Urited Sttes on A

Great! the site was connected securely
over the latest TLS 1.3 protocol.

Protocol Enabled
Ts13 Yes
sz Yes
gl Yes
- 1207
& P Typeheretosearch o| @ B 9 AORmEx P ot o

AwUsEnauN 2.10 fedreduledniiusnisnsiaaautedinived SSL/TLS

B3 Facebook x | © SSLchecker X| @ sstserverTest itmsuactn on. L-V) A\

< O A nitps//www.ssllabs.com/ssltest/analyze. html?d =it msu.ac.th % %= @

[ CsSTutorial & super
@ Quolys. SSL Labs Home Projects Qualys Free Trial Contact

You are here: Home > Projects > SSL Server Tesi > itmsu.acth

SSL Report: it.msu.ac.th (202.28.34.198)
Assessed on: Sat, 08 Aug 2020 04 54.27 UTC | bige | Clear cache Scan Another »

Summary

Overall Rating

Visit our i and books. here.

‘This server supports TLS 1.0 and TLS 1.1. Grade capped to B. MORE INFO »

O Type here tosearch ol @ w Ry B 9 El ~o%wzd Pp e

awUsznaun 2.11 fedreduledniiusn1snsivaautesinived SSL/TLS
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