UNNA 2

N EuazUIBNNYIVD

ad a v LY LY [
2.1 NOEHVILNIVBINUNTITNAIUNIU
2.1.1 Responsive Web Design

Responsive Web Design [1] 1umafinn1seanwuutivleduuuln deagiinisusu
e duledlimnzauiunmihvevnnnieg uaganuazidenvemtasiugunsaliiunneng

i 1wy Aeuiwmes ualn nsdwilleds uiuidn Wuduy

Responsive Web Design

Il
N

-
—_
_

AMNUIENBUN 2.1 719818 Responsive Web Design

nseanuuuliuladuuy Responsive dagldnisiivunvuiaveaiulednieg HTML,
CSS3 waz JavaScript Fazanunsausurniavesuledladniuiiniusuinvesgunsaifildau
a¢ niduledazdies 1 URL windu ladndudesuenivledilunesdu Desktop uaz

4 a A a & ¢ v v a s A v Y & aa Y & ¢
Mobile @ﬂm@‘lﬂL'J,JEJLTJ@L'JUVLSUW@'JEJVUqﬁ]@ﬂ@@JW'JL@@ﬁ Vﬁaﬂu’]ﬁ]@Iumuﬂcl/]llsﬂu’]@ﬁ]aﬂ'?’m L'J'UVL‘?W]

¥
a

LUU Responsive Web Design difaziansvuiavesiiuludlymediuvthasvesgunsal uaziile
Wadouiiuidn vielnsdwidedenivihaevadnasn dulsdidiamsauivruamuls
DENBADNAY
Uszlevilvae Responsive Web Design

Responsive Web Design fagainiaranninugen iuiadigancildinglunsaua
Uuusaiuled wazliiudendsnnesae

- hbiauledsesiugunsaiiietielulud w3aidundn "Mobile-Friendly"
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Fadogtuinmnudldnuivlsdaninsdidlefotumauiinunnyuy

- glanunsaldauivledlade vienisenin "User-Friendly" liinazda

< (53 ¢ A t% <
Auledmegunsaivsevuiantiaela 9 An

- atiuayunIsvin SEO (Search Engine Optimization) fiu Google 714438544

Desktop wag Mobile luiiuludiien
2.1.2 Search Engine Optimization (On-page, Off-page)

"SEQ" #58 "Search Engine Optimization" [2] i 35n15USuwaaiules Jesudianns

a saa L3

Usuusallomwaznisiiiy Backlink Fadudsdninun munduivled weliivledfneglu

q

[ % -

JUAUAUY UU Search Result Page (MULAAINANITAUNT) LilBNTON Keyword (A1AUNN) 71
ABIN13HIU Search Engine (1AS@9ilaAUN1) A9 819 Google, Yahoo!, Bing t1usu Inaiduy

Wnsnduszansamlunisiiueeadidivuivledlussezen

Wasantutagtuiiddumdeyariiu Google innilususunilslunates) Uszwe sty

4 4
Uszinalne anizeling Sange duide guu (Judu dawlvgTutunisin SEO uu Google
Jundn feil usiaz Search Engine Adindnnisfildsnauiin Wufle "User Experience (UX)"
vi3e "maneuUszaunsainsldnuiffian’ dadunisvin SEO mundnues Google aziums
v iuledlsifinanin Wideyafinsadu Keyword #ld#um Ssanunsadssalunisyi SEO Ty
Search Engine 3146] dneay
SEO wuu On-Page

SEO WU On-Page [3] fife matfinuszansnmneluivledvesduonfiodiuduiu

¢ o o

as & & | < o | v g ' < & = s
VDILAIVLDUIU m@ﬂ’lﬂﬁ]ﬂﬂ@miﬂimmwmL’JUI"ZIG]GUENLimuLENWJU VL@J'J’H]%LUULU@‘W] NIDYDI

'
o w a

aléin HTML voasiiidosnsusulimnzaudsddnfivnlildiasiie
1. Meta Tag (@)
2. Title Tag (winToi30q)
3. Description (F1a3u"Y)
4. Head Tag (Faidoi309)
5. Keyword (FrildEum)

6. Image (§Unmusznau)
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SEO wuu Off-Page
SEO Off-page [3] fin M3yl iuledvesn@ndudiu Search engine lneflisAoafian
Hulasdannnieusnlunistustunidueeast nisles Link annduladaulrnidvlsduas Tae

LLNABWUVENGIDE19LTU Backlink N1y lrasiliousauidaiuis v5e Link Wheel 1989
Aadudu
v I3

Link Wheel fa8sA19dausinassentandnnisitauleadursnauiind ouiuladuan

6 a

wazdsdervanuanduludaivlesndndadussuuvenisyin SEO wasuagisaliiuladin

U U Y @
dusulaLsn

AUsENaUR 2.2 §egne Link Wheel

2.1.3 Bootstrap

U]
o v

Bootstrap [4] ﬁamﬁﬂﬁq%izﬂauﬁwmm CSS, HTML wag JavaScript 1Jugarnds
gnitaundtevuanseuvdeguuuunmsiauiuledludiuonisu fauius fudlda
Vulas (User Interface) 1518 9@1u15a158n Bootstrapd%ﬁju Front-end framework Aol
dwsu WarnnSuleddiunsuaning SaunnaeaInn1UseLan Server Side Script 9879 PHP,
Python m58n1%13u 9
ALAUYBY Bootstrap

- i1 Ul Busunuuiisnssauasldonde

- fimsufuusauagiamnetseiiles Jagtudunesiu 3.3.0

- Huideuvestiniamilan vildausadouiuazusidamise

- IAviToYRANEIRN o AouTdazeIndlnaBSAURUULA 3 ddufe JS, CSS, fonts
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- Uszundananluniswauduledwazirluwauisalade

I . (] @ & U v .
- 1UU Responsive Framework W ulednisessunsianswalavainwane Device
2.1.4 Google Analytics

Goosle Analytics [17] %50 GA 13 oadlefildlunis3iasizi waziiuToyaaiAves
Auled audidanldouiuledfelas e ey gunsaiiliidivledidu PC violnsdnii uas
1191nYesmalu Google n3a Facebook iialiamannsathdeyawmariunldtingesi uas
enagnslunisviinisnann wisuinnaldegrsuiug) Google Analytics azwisoanilu 4 @
Toun Audience, Acquisition, Behavior lLag Conversions
Audience Reports

senugataglioyaieafudfidiuldouivled wu meogls ergwilnd ogtmia
ogls Mdsauladeselsey liiedesiioaslslumadniulesd PC videlnsdmi wazifusvuvesls
i0S %38 Android Tuaufisnsdmifldrosueyls
Acquisition Reports

sgsenuguaivledinandesmalvy fuiderivledvesnlaenss Wsannis
(@5 9UU Google #381191n Social media 8813 Facebook wag Twitter it olanusaidan
gosslunistusiuniuliegadiusz@nsnm
Behavior Reports

seuieeviliEngAnssuvesuciuled ndwlngidaniiniiluu wdndlugdeya
y3oAudorlsde ivlednilmiignduduudadosnanonynass tieliad uazdfuuss
Aulesvhduliasedu
Conversions Reports

wwgenuyaild dwsnfidewhffenisiivue Goal wiaitmunedunndsnou
f29819U m'ié"aé??aauﬁw, nsamudou adasanndn ¥Son15AaN NSOLAA Action UNIBENST

AMUALILY
2.2 Al lunsiaLN
2.2.1 PHP

PHP [5] Ao nwireuiawmesiudnuvazansudrudsniies Inedvansegludnune
lowugasa n1w PHP Iddmsudnriniules wazwaniwasanuilugluuy HTML lnefisingiu

1AIAS19AIFI1191AA19Y A9 C AW Java Wag A1) Perl §9 A9 PHP Yudnemonns
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= Y = @ & DXV o I3 = < Ao v
Seui Fadmnendnvesniwil Aslvdniannivledaiunsadey Liuma Adnseeuldld
96195957 1191 PHP daagludszinn madeuldsunsuuuiu (Web-based Programming)
= v 2 TY o o - a5 o & v a a6 ca
WeasnnazdennulanAds vIeanIudvmuaiieuduinlivuaieugsniesniaes (Web
Server) wagli 1491 (Client) 3onldaulusunsur Ui ulUILEBT9199 LU Internet
Explorer, Mozilla Firefox, Google Chrome, Opera, Safari “1&* Lﬁaﬂ%ﬁ’ﬁfayjamuamwaﬁ
AR LR GIERRTRITRE
Tounnaeiiuladniagves PHP Afie
I 4 o U I v a ¢ v o v a ' v

1. PHP iiulUsunsuviTerdmsnun L IN@snies dwlunamdsaudeuiesdy gldeu
Lidndudendoradmaniusunsusny  (Hesnnldldfnsalusunsy) mnuddnesdudilder
Wasnwlasnnauduluasnsuiidldnuisesdmenlusunsuiuiuswesiieldisengdoyany
g

2. PHP lidnsdnsalusunsuvseddslivuesosldau Juhlisendaituiensasan
Usendaninenawiosls  uadsadldusuey  TWsunsuiuiuswesiiluiaiiovwsuegned
Uues usedstosftiiFesaunaauiinmes wazszuuUuRns (0S) Alidesimuanied

A o X A A a sy v & s A a v ac s
G]']NIUiLLﬂi@JV]WGMu’]SUU GUE]LLﬂLWEN&J@EJSJW?L@@iﬂﬂNWL’JULU‘mL%‘JL‘W@LU@@J%%M’]MWJWL’A%
2.2.2 HTML

HTML [6] A nwmanitdiunsifsuiv lngld Tag Tunisimuenanisuanswa Ing
HTML 89u1971nA197 Hypertext Markup Language 108 Hypertext B9t U9A1UILTaUAD
AurIUAN (Hyperlink) Markup Language nangfian1wiily Tag Tun1sAvuanisihaninads

A9 inanseg uuiu Tu html Uszneudae Tag a1eq Aldunnansiuly lneazusznoudie

=

WS “<>” uaE aﬁagjmmmq Tag AL
<HTML>...</HTML> ﬁmummL'%'mﬁul,l,azagméjuqmﬁmmmm HTML
<HEAD>...</HEAD> dauﬁwaﬁuwaizﬂaué’wtagﬁaﬁ
<TITLE>..</TITLE>  fusadevesiuma

<STYLE>..</STYLE>  fMuuagukUUCSSNISHARINATBAIULNG
<LINK>...</LINK> Feuleslnld cssanaeuen
<SCRIPT>...</SCRIPT> muquﬁmwaﬁw A1w1 JavaScript

<BODY>...</BODY>  uwansdoyas1aq uuiumasgnielu TAG HTML
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HTML_track_Tag.html

<!

>HTML track tag</

control="control" autoplay="autoplay" width="600" height
src="video/HTML-video.mp4" type="video/mp" />

AmUsznaufl 2.3 fegn Tag #inee
2.2.3 CSS

CSS [7] An M iilddusuanuasonans HTML/XHTML Tvsinie ddu sseeing i
WAY LEUVBULAZ DU AUTIRBINS CSS 88x1a1n Cascading Style Sheets fidnwagiduniwin
fisyuuulunisi@ieu Syntax wuuanizuazlignivuauinsgiulag W3C iuntwmilslunis

anusaduled Tesuautouasawnsvians

- v\-" LS o> 2
Aot e T
A o
O" (= . S
&O *\;. (-\O
~ et s
\. o\_ob;‘ o@\-
<« e O
< < o3
Code Snippets = o
i RS
\ o . 0 .‘\
b rs_o (\K.a
&O

AMWUsZNBUN 2.4 A7ee19 CSS
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Useleviluay CSS
Css fisglaniognamannuats eldun

1) gagliidomargluenans HTML farudnlaldired uuazlunisudle
enansfiansavilddeningy esnnsld €ss asgrsannisldniw HTML asldlusedu
sl uazuenszviadomfusuuuilunsuansualdogsday

2) vilfanansanmiivanlndléisa eswin Code Tuienans HTML anas 39
illnadvuaanas

3) A1ANIAAMUATULUUNNTUAARAIINANAS style sheet gaLieary T5iinnsg
wanaaluenansuuuiiieaiadmielunn q ulihld Saeannaitlumsuiuusaagsiflifnig
afruenansuuiufianuniaiif sy venanddiannsanivaunisuaniua 19 adeuie
willouriulalunais Web Browser

4) HrelunsimunnisuansealugUuuuiianumsnzivdesne Ididusesd

5) sl duledfinudumass st usagiinruiuadie aunsasessunis

Tdulusunalan
2.2.4 Python

Python [8] Aen s lusunsumeuiamessyiugs Inagneenwuuniiduniy

ansUANe1uIe TaednAnudugaurelasias1azhiensalvesn weanty Tudiuveanis

'
o

wasyaddaiiisndeuliduniwiaies Python In19hauluy Interpreter Aoidunsuda
ypAnd sfiazussiia i edeudngviisUszalanaliinenfianedvinsunuiisdesnis
uanantuaulUsunsy Python Seanunsatlvldlunsideulusunsuldvarnvaneyszan
Imslaﬂ@fai"]ﬁmagjﬁmuquwﬂ@wwﬁa (General-purpose language) Jsvinluiinsunluldiu
unsvarglunaivesAnsine seaulan WU Google, YouTube, Instagram, Dropbox wag NASA

Wy
2.3 \@dsilefld (Tools)

2.3.1 Bitnami WAMP Stack

[%
Y

Bitnami WAMP Stack [9] Wu Software fiilsianiluananldaulénsuasingedine

(%
(Y

A3viuvadlusunsuazitaanaIasliiiu Web Server @slusluswnsuaziinisansaniu

YalUsiunT PHP wag MySQL sasnale vlragainaenisidaulunissuniniusng



wonaNlULNTN Bitnami WAMP Stack fefllusunsudugnanunsaldsiasaniadidu Web

server CMS #15895UN15AAGIA8 Bitnami

WordPress
Joomla
Drupal
MediaWiki
Moodle
ownCloud
SugarCRM
Zurmo
Magento
DokuWiki
Osclass

PhpBB

2.3.2 Git

36

Git [10] i@ Version Control wuu Distributed fanila uszuunlddanuuazaiuau

msidsunlasiiinduiulidsialafls liinazidu Text File %50 Binary File (a1nllagee

\S8n Text File %30 Binary File 531131 Source Code)

nsldaumdsitugiu Git Mldnuiutesy vu Terminal
 git status Ao wandldfTnsUAsLLUAs Wiesifains Add wie Commit
-~ git add Ao nsviinlndiduaniue Stage

- git reset Ao N3 Unstage 1Wé17iLﬁ?LﬂEJ Stage

- git commit Aon15 Commit 1Wa7 Stage TneAds git commit -m LiveLuUAMLTY

'
a

- git log Aan1snUsEIRTAe Commit 13

Faiivinly

~git pull #8135 Remote TduEs Local Tnerds git pull duasviinng git fetch waz

git merge lUsme Tnatsrazadnmuld git pull —rebase LaviMsiUasugIULIUNIS
merge
- git merge (branch) A®N1557% Branch 71LA712291184 Local

- git fetch fin MInTaaeulndn1slu Local uay Remote Mnssiunsoll
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-~ git push fie dsnsAsuulamedlwdluun Remote repository

_ git stash Ao M3ivTeuMsaBULas AT wazanunsatindualagly
git stash pop

- it checkout (branch) fi® MswUEsY Branch

- git clone (url) An1s AnaenluslanaIn Remote 1189 Local
2.3.3 SEOQuake

SEOQuake [13] 1Judiuiasy (Add-on) vas Firefox Browser fildiSupudouuinly
wyjinyin SEO fuanUAianunsauenie s savemtinldvaloagne saus Title, Meta tag,
PageRank, Backlink 91U Index, Keywords density, whois &ﬂiL‘ﬁuﬁﬁ]mimLuuﬁ) Wguwigu
sagidenen SEO parameter vadusiaglawula wasdearunsagsivazidensiig q ladn
une Samnzfiagldiduiaiosilolunisiauinisia SEO vesmues LagiinTzyigus i
wstuily Keyword wienfuldifusenei ey

- 38y Url, Title, Meta keywords, Meta description mawﬁwﬁ?u
- ®529@9V Internal links, External links aely visausnyiulad
Parameters U84 Seoquake Uaﬂﬁi’lﬁi’mﬂmd’l‘ﬁ
- Google pagerank (#5713@9UAY PR Fasldoust n/a - 10)
- Google index (as13@pUT WUt IUlwAs I1Budngly Google Winls)
- Google links (Beruwniiiuleduensn)
- Google cachedate (A%)
- Yahoo index (n53aaaui uiunintudulefisn 13uandlu Yahoo wils)
- Yahoo dir (fin Directory 984 Yahoo lus)
- SEMrush links (Bedanmiiuleduens)
- SEMrush linkdomain (Radanyiiulesveasn)
- SEMrush linkdomain2 (Befunmitivlasvacsn)
- Bing index (as19@euTwIumtlwIuledisn 1dwAndlu Bing wils)
- Dmoz (@ Directory ¥89 Dmoz 1)
- Alexa rank (seAgaaiulemis v Alexa)
- Webarchive age (quaviiuladisiluadia)
- Twitter Tweets (S1UUNTWYT VU Twitter)

- FaceBook likes (3117un15kavh un Facebook)



38

- Google PlusOne (F1UIUNTUYS VU Google+)
- Whois (Fainlasfegasaunsedlaium)
- Page source (g source UuwtLIUleA)
- Robots.txt (a539@8UI14 Robots.txt lu)
- Sitemap.xml (n529@0UId Sitemap.xml )
- SEMrush Rank (s9Aveeulesisn uu SEMrush)
- SEMrush SE Traffic (Traffic vesiuledisily SEMrush)
- SEMrush SE Traffic price (s7awiuladisnlu SEMrush)
- Delicious index (as19geutiuladisn 11dwinglu Delicious wils)
- Technorati index (a519geusiulefisn I1dwandlu Technorati 1inls)
- Digg index (s5yaaauliuledis 313uAnglu Digg wils)
~ Domain ip (IP fifinsldifulaawi)
- Yandex CY dﬂiiﬁhauaﬂﬁ)
- Yandex index (as1ageuiiuladisn Induanglu Delicious 1i1ls)
- Yandex catalogue (sneagidenciuladiuy Yandex)
- Baidu index (n523@autiuleisn Iduinglu Delicious winls)
- Baidu links Befumniiiuleduensn)
Keywords density 989 SEOquake

acs

Keyword : wansansuuesddiisaaeluntiiv il

€ acs [

Found in : Agi3seagluduviiamat §1sey T = Title , D = Description , K =

Keywords f1laiszy azegluminiuled
Repeats : 91UIUALITANH
Density : Mlifieinunnluife 2-5% wazdminnin 7% azlaunesinadla Spam

Keyword ¢
2.3.4 Ubersuggest

Ubersuggest [14] fia Suitlilddmsuinsesian Keyword sineq iiefiazianliiu
wnlunsnannoumusd wavidoyasna AldFuinnununagnmanismann weliany
ffugsiavesnm desiioiiadidlag Neil Patel g3 SEO swdulan

ALAUYBY Ubersuggest

- Tgulens
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a 6 L3 aa v
AgISATNTIAUAUMIEDE
LASIEI traffic AULIU
< 1 1
- ¥ Keyword 910L3UAKUS

W traffic fazuiinle

- 71933d@9U backlink
Bmslaulusunsy Ubersugeest 1iom Keyword nsineuaes Ubersuggest e
wuadu 3 dunang e
- ATIEA Keyword
- A51¥% Domain name

- §979d8U Backlink (New feature)
2.3.5 MTUATILA Keyword

A uIunISEWM (Search volume) Keyword Overview: e daufiuandsiuiunis
Aumuose keyword thilu 1 e wieursisizinueinievesdiee Keyword
Ideas: #io NM3uuzi1 Niche Keyword fidnwaziangzianzas fiusinamsnliganndeifiey
fu Mass Keyword mniduisdidusufinniiusniidn Niche Keyword Tonavevesléifigs
e vrsaufiBenAmaniian Longtail Keyword fil# Related Keyword: fio fdumil

Wraula wieLReIUesiu Keyword nan
2.3.6 M5IATILY Domain name

MIATIzilaw Ao N135Aum Keyword 91n13uguts wiaiundunanuneadediv
Anuueniaiuiinuaula Weninsazliend Keyword matu 1vinouvuduiivees
151074 zlalidedsiiain Keyword tos wadisundeym vesnislidasidsuunainusos
9z13A8nA2Y aUa Domain Overview NAANSTLAAINATAIL

. ° & < A v <
- Organic Keywords: A1 Keyword MSuauuiuyads) NAUAUMILaENULADLIUTDY
157
- Organic Monthly Traffic: $7u7utdevesnumd vy 1 Weu funsAumLuY

UnA F9l159UNTAUNIINATAILEI YN


https://padveewebschool.com/ubersuggest-keyword-research-program/#section1
https://padveewebschool.com/ubersuggest-keyword-research-program/#section2
https://padveewebschool.com/ubersuggest-keyword-research-program/#section3
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2.3.7 9573d@9U Backlink (New feature)

1Y '
U )

Backlink #ie dsdanniiudug AFnduiniiiiulesdueas 1udeiiuen Google T3
demmeaiuladislésunseensu uariinisvindu Reference Wuputdedeldiuminiu
Y051 dwalisilénzuuy SEO 910 Google mnaulgae
Source: Ao dugumfivihasdasnduindaiuledueas
Target: wiviulosvousiiwvi backlink denduale

Google anAINEIRTY0 Backlink il939n81uauvee Backlink lalldidudvenin

dg{j < al 1 . @ v a o ) 1 1Y Id a ¢ al Vo
LUBVWUUL’JUNQmﬂ’]‘W@L?{N@‘LU e Backlink ﬂEJ\‘iiJﬂ’J’]%JﬂWLU‘UE]gJJ LLWM@QLUU@Q@WL?WIW?UT{I"IF]

a

U ATAUAN waziiienAg17aaumBUIULS 19451 kazAaalin U ussIuIRseTuLeq

q

2.4 g1udeya
2.4.1 JSON

JSON [11] %30 JavaScript Object Notation JaneAue1aazasin JSON feazls 1ien
avlsfiu JavaScript 89939 9 udufie Standard format egnamilefiliu Text uazanusosnuy
panlamenuan Tolun1sasne Object Sfuu%ﬁaaiﬂsﬁagaigmw Application %39
Applications Program Interface (API) e Format %ﬁgﬂLLUULﬂu A Key-Value wsatduuuy
Array waganansarnunlguny XML format g

JSON 1fu Format fils§unsldauain JavaScript anrieu ustlagiufiniw
programming atewiafisuldeu JSON Tnuaunsoadrauas wlas Format Tuunle
Ussnnvag JSON

~ Number: fawauiwiiiy

- String: Unicode T#a3aeving double-quote (*) Wushusuen wazanunsald

backslash syntax 16

- Boolean: True or False

o/ LY L4

- Array: gadeya daaziduvialafld 1¥&nysnual square bracket [varl,var2] 1ush
LR WATALAIE Comma uslaza-ly Array

- Object: ﬁm%’auﬂaﬁtﬁu@ Key-Value wuu Strings Tddydnwaidnnn

fkeyl:valuel key2:value2} 19 Comma \lusiuvausiaze wagld Colon Wusuus
3811 Key tay Value

- Null: @1319
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laiaula Whitespace (@oslyl) fifleaud 4 wuudieglungu Whitespace #o Space, Tab,

Newline (\n) wag Carriage return (\r) waglifidydnwal Comment @iy JSON
2.4.2 GitHub

GitHub [12] A® Website Git (Version Control Repository) ﬁlaq'uu Internet {015
MURUULAEINY Git ey uianunsaidnfisteyawazdnnisiuaiy Web lnglidosdetiu vise
awneia Server WioAnda Git Loaas uel Code project mumaggnuandglviaudugauisa
Wiuldise @4 GitHub Afinsiaus Plan wuvdndilidieennli Code liignuandtgsanlulneg

gdlentganensell Jagduliannndt 20 d1u User 53fuUn7 60 é1u Repository UNSEUULED

Pick a plan for your team

Free Team Enterprise

$2 1 peruserimontn

Start Enterprise trial

Ausznaudl 2.5 aldanglunsideuy
2.4.3 GitHub Desktop

GitHub Desktop [17] Aeuanwaindufitreliaaannsaldneuiu GitHub tngld GUI

[ = <

WIUUSIVRA& 38l IUUs I wes GitHub Desktop advayulinuuasiiuvinausuiulagld
wMIUURNATIgafU Git way GitHub AnANLNAlY GitHub Desktop Lilefifiunisdds Git
dnilvganinarviovesqailiaieaysaliensBudunsiasuuiasienm auausans
g feann warlaauiliuszezlnadie GitHub Desktop warldindasfionisvinausaudu wu
nssEyinnvesnisnasiuazaitedweia Snvledmenewanmugsennuag Vil inina
Git wa GitHub ausaiisldunndu Whnmefemsilidsninailudusosdeaiy
ﬁ’ﬂﬁmmﬁgﬁzﬁ’uL'%':u(?TuLLazcj:ﬁiJizaumsaﬁuﬁﬂizﬁm%maLﬁ'aﬁﬂmuﬁ’u Git wag GitHub
Desktop lall@unuiiflsddunisyianuves Git Lm'LﬂuLﬂﬂqLﬂ?@ﬁ@ﬁﬁd’;ﬂiﬁ;ﬂﬁLazﬁmmlfm
valdunnty udinlusunsuilazanunseldlafuaunainane widulnaidutnwaun

gondwIsInuinlusunsuiliivseloniunign
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2.5 SQL injection

SQL injection [15] 1Ju trick fazldds sQL aslulu VIA (Vacation Internet Access)

Web pages MIululs lngaverdedodlninn PHP dadnveludl Database v3aflusunsuiead

[ <

aziivadlnd vlvarunsalddeadnitulunisiaudle widdulesaiududvlednluisiudayad

el Y

agldannsald SQL Injection Tunislaudla

10-14 17:14:18 | Paradet | 2020-16-29 03:30:12

Somnuk | 20260-10-29 03:28:3€

awUsznaudl 2.6 ACK Web SQL injection
2.6 WordPress

WordPress [16] fio 1Usunsudnsaguildasiuazdanisilonivlesdivszian Contents
Management System #38l3eng0¢ 91 "CMS" FaLTunI8A1¥ PHP wazldszuudnnig

g1utoya MySQL lnefldiuusenauvidng g

1. WordPress Core tJugansuwisuan T¥dnnsiivled iomuazunausigg
2. Theme LudufinmunfleunsogULUUNTHARING
3. Plugin Wudiufidieiinanuaiunsaliiy Word Press 1wy seuvastavtniulad

SYUUINNITAUAN

Tofvas Word Press fie 1ol 3N sdayavudumnesiin vliieuavazaindonisly
Y Y LY dy <3 (3 £ a f = 14 1o v
nuan asnsaldaiuazdanisideniiuled lagldauuudumesidaloae lidnluses

atllvanlusunsuanfnsslunses uazdlilidosduiandeulanies
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uil Word Press Sy Security agun ilesannilugenduisiviizeveaiu
=3 d' i v A o v =< o 14
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Top 10 Web Application Security Risks

1.

10.

Injection. Injection flaws, such as SQL, NoSQL, 0S, and LDAP injection, occur when untrusted data is
sent to an interpreter as part of a command or query. The attacker’s hostile data can trick the interpreter
into executing unintended commands or accessing data without proper authorization.

. Broken Authentication. Application functions related to authentication and session management are

often implemented incorrectly, allowing attackers to compromise passwords, keys, or session tokens, or to
exploit other implementation flaws to assume other users” identities temporarily or permanently.

. Sensitive Data Exposure. Many web applications and APIs do not properly protect sensitive data, such

as financial, healthcare, and PII. Attackers may steal or modify such weakly protected data to conduct
credit card fraud, identity theft, or other crimes. Sensitive data may be compromised without extra
protection, such as encryption at rest or in transit, and requires special precautions when exchanged with
the browser.

. XML External Entities (XXE). Many older or poorly configured XML processors evaluate external entity

references within XML documents. External entities can be used to disclose internal files using the file URI
handler, internal file shares, internal port scanning, remote code execution, and denial of service attacks.

. Broken Access Control. Restrictions on what authenticated users are allowed to do are often not

properly enforced. Attackers can exploit these flaws to access unauthorized functionality and/or data, such
as access other users’ accounts, view sensitive files, modify other users’ data, change access rights, etc.

. Security Misconfiguration. Security misconfiguration is the most commonly seen issue. This is

commonly a result of insecure default configurations, incomplete or ad hoc configurations, open cloud
storage, misconfigured HTTP headers, and verbose error messages containing sensitive information. Not
only must all operating systems, frameworks, libraries, and applications be securely configured, but they
must be patched/upgraded in a timely fashion.

. Cross-Site Scripting (XSS). XSS flaws occur whenever an application includes untrusted data in a new

web page without proper validation or escaping, or updates an existing web page with user-supplied data
using a browser API that can create HTML or JavaScript. XSS allows attackers to execute scripts in the
victim’s browser which can hijack user sessions, deface web sites, or redirect the user to malicious sites.

. Insecure Deserialization. Insecure deserialization often leads to remote code execution. Even if

deserialization flaws do not result in remote code execution, they can be used to perform attacks, including
replay attacks, injection attacks, and privilege escalation attacks.

. Using Components with Known Vulnerabilities. Components, such as libraries, frameworks, and

other software modules, run with the same privileges as the application. If a vulnerable component is
exploited, such an attack can facilitate serious data loss or server takeover. Applications and APIs using
components with known vulnerabilities may undermine application defenses and enable various attacks
and impacts.

Insufficient Logging & Monitoring. Insufficient logging and monitoring, coupled with missing or
ineffective integration with incident response, allows attackers to further attack systems, maintain
persistence, pivot to more systems, and tamper, extract, or destroy data. Most breach studies show time
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