uni 2

= av dd v
VIQH{]LLﬂgﬁ']U'?QEJVILﬂEJ??JEN

2.1 npufiieatas
2.1.1 37088 (Firewall)

AuMevedti$iead (Definition of a firewall) tiSiead uesesdlonsossuuvessyuy
a sa o Y [y A 1 yay M Yo 6 2/ Y A <@ v G
meumesIvimhndesiuaseviganglilasu sugie Wilvanunseunlivsenesiudeyanse
E=! 1 a Y A ! < a o Y Ao v o (Y = 1 a salal
wsevemeuiawmesld teinduszuuimiisnw anulasasdedmsueseiignauiamesig
AudAtyde wsglisieadaunsansivaeusazdeaiu nisungnvsenislauinilusunsenessuy
w3e918 Inetunaulunisinuressyuulviieadasyih ntifinsivgeunisyninuzenislanflagnis

AUMAMARAUNG InensitSeuiisungigninvualy Wensiaaeunuauiinunivesteya T

o

& a o o vy O P v W v v a iaa a A
veadnazihnsUanuldlideyawmanturulle Tunie nduiy srdeyaiignasiaaeuliddsdinunile

9 lWsreadnavenanlideyamariunuluieud desnisla

LR 0]

2.1.1.1 IPTables

Linux a@1unsaldaudulnsieadlasusinasiua 1.1 Faduiastuwsn lag Alan Cox ld@e

= A

91 ipfw (310 BSD) #ies Linux 2.0 lagnitaunuasusuusalamaiasileniivedn ipfwadm lnginsesile

(% (%
a

Fuiloygwligldanusaniuay filttering rule 1@ uazsaun Linux 2.2 Aldaswnsasdoflmingdae
11 ipchains Fauaunsiul a.a.1998 Tag Rusty Russell wagdine1u[7] el ipchains dielai1tdy
Vwnstuiianaees Linux Firewall auaunseiislullagUu AfinsWaiun Netfilter uaz IPTables

Fadalenduiauinistundves Linux Firewall

sUkuunslgau IPTables tUaasiu

(%
a

IPTables agilguwuunsidausail [7]

Iptables [table] <command><match><target/jump>



[table] vs18ia M15199FBINTTEY

<command> az1Juidslyi iptables ¥ludsidosnis

v A

<match> udnildnsiaaaudn Packet ffayanss (Match) funissyliviell

<target/jump> Wuiszydlewe Packet 91 match Aaznszii (Action) muiiszyld

Table

IPtables @un3aviulaiuansne (Table) 3 m1s1amdn awnsaszymsnlalagly option —t aueie

[

3o table natl

1. Filter Table 1Jumsildnuussigaiuaaililunisnsnasunazauaunissiud
90nvad packet packet il 3 builtin chain #ia INPUT, OUTPUT, FORWARD Tnewile Packet wnaiilu

52U 287N LlUEe Routing Decision Litedindwladn Packet azgnadluiile

- Tunsdin Packet gnasriulugunIesdu Packet tuazsiasgnaTivaaulay Rule Tu

FORWARD chain

] a a

- 61 Packet Hufimunedunieatlagtu (n3eafivhinisiu IPTables ogil 13endn

881971 Linux Box) 67 Packet aggnnsaaaulag Rule lu INPUT Chain

-uarlunsalf Packet gnas1931nLAT 83U UU (Linux Box) 7 Packet 3ggn

n529@0UN Rule 1w OUTPUT Chain feufiavdssanly ssnmusenouii 2.4
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Packet POSTROUTING
A

ROUTING

\
P
INPUT OuTPUT

Local Process

AMNUSLNBUN 2.1 WAALAUNIINISHAUVBY Packet wiiawnuntusguu (Filter Table)

2. Mangle Table Lﬁummﬂﬁiﬁﬁ’ﬁm%’muﬂﬁaga TOS, TTL, MARK 489 Packet #slpeund

wdunvaglulaldeu wazlinasvin Packet Filtering ¥iensee Packet 110157194

3. Nat Table \Junns1aiild@msusin Network Address Translation iy wWague1 Source
IP Address, Destination IP Address 3ndAyBnagawmilsninasae diiles Packet wsnivindudnun
#1 Chain fldu Packet dnlutiuazgnnszyiumilouil Packet wsnlasu 39liA3svin Packet Filtering ¥

Chain dwiuniy

Command
IPtables i Command Aldsusine) il
-A il Rule Tvalstaving Chain
L iptables —A INPUT —p ALL -l ethO —j ACCEPT
-D au Rule (Delete Rule)
\9u iptables -D INPUT —dport 80 —j DROP

| Lﬁ?\jm Rule iy Chain (Insert Rule)

W1 iptables -| OUTPUT —p All s 127.0.0.1/32 —j ACCEPT
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R unuil Rule 1Ay ¢ Rule Tnd
L uand Rule sl Chain (f1laiszy Chain avuana Rule fivan
F au Rule viamunlu Chain s 1 iptables —F INPUT
-N Tef@$19 Chain T
19U iptables -N mychain

-X au Chain 71l4f Rule ¥9811150aU user-defined chain 7kiil Ruleld weildaunsaau built-in

chain 16 19U iptables —X emptychaim

o

THAMNAEI AR DUNUININTE

I
Y

-P wabu Default Policy 489 Chain eiiléae ACCEPT, DROP it

v a

wn Packet gnaaidrunlu Chain udwaglal Match fu Rule Ta Packet tiunvzgnsindulalae Policy

Y

Y94 Chain 1149)

-E 19UAeude Chain Tuslwazdail Command 74l IPTables 1Wusnuiuiin and1eduduiiiesnis

YNFIDYIWATU

Match

Juduiildninaeuin Packet Idoyanseiu (Match) Auiszyliviely

N1938Y Source, Destination IP Address

@1113038Y Source IP Addressvas Packet lngl® —S %38 —source %30 —src havdmiu
Destination IP Address Al -d #3e ~destination %3a -dst 33w ylefiuemnsaiiuanunsansesh
1o 4 wuumeiiu fe

1) T¥oufiauny 1w localhost 1138 www.www.com

2) szylofiuannsalaense wu 127.0.0.1 w39 202.44.204.33

3) szydu group veslefioniasa 1wy 202.44.204.0/24 Fevsneislefiuennsansus
202.44.204.0 - 202.44.204.255
4) vi3e0133¥ 14 202.44.204.0/255.255.255.0 Wwnu 202.44.204.0/24 1§


http://www.www.com/
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n13seylnsinmea

[

anunsaszylnslaneadisesnislansiide TCP, UDP, ICMP uasasnsaldliviadnusidnuie

Tugy A41evia tep we TCP) wu —p TCP S —p tcp

%4 4

Target Wilodl Packet 1 Match AU Rule W&7 Apani1mun Target d1m3sU Packet 13918 Ingunfuanay

1
v

T4 2 Target fia DROP waz ACCEPT uonaniléiadl Target wuuduldsn e

_user-defined chain L3310 IPTables aygalviEfldanunsnans Chain Fuanlysild venmiionnn
built-in chainvisena f eilasdedldsnusiudnimun

-new target

I Tarcet Tlasrafisniuguan

LOG L‘ﬁuiii@a'ﬁlﬁﬂ’J’]iJﬁ’]iJ’]iﬂiUﬂ’]iLﬁU“i’J’ayjam Log d1w§u Packet 7 Match fiu Rule ﬁiz‘q Target
S LOG §f option Alsdenldeussd

--log-level L‘tdlumﬁi%‘q priority level U84 log

~log-prefix museynYafsnyssnliiAu 29 f Fepvewnsdnuifinanazlulnngeguu Log

File

el Log File Uuazdidoyanisqued Packet Minssoseiiaviiulniieas vinlanunsafiagi

Y

[
a o

Toyalu Log File undudoyalunisdnilasanuil dsgy

Jan 9 03:49:03 Liverpool kernel: ACCEPT_LOGIN=
OUT=ethl) SRC=192.168.1.13 DST=129.110.31.7 LEN=62
TOs=0xl PREC=0x() TTL=64 1D=1084% DF PROTO=0UDFP
SPT=3278% DPT=53 LEN=42

AMWUSENOUN 2.2 198199849 Linux Firewall Log

REJECT Aanefiu DROP Ligausazds ICMP port unreachable ﬂﬁulﬂgﬂﬁﬁdﬂ Packet 11

-special built-in target RETURN A36i7 Packet Match ffu Rule 7idl Target vJu RETURN
tuafioufufuddlieenlain Chain Y99ty QUEUE 1u Chain fiey Tédmiudssie Packet
1U8s Application Mideutuansessulasiany uaﬂmﬂmwaﬁlﬁm%’aqﬁu IPTables

(%
[

Y o v = aa A Y] s v s s @ a o w &
LLafJﬂﬂmaﬂﬁﬂwqﬂﬂwaﬂLﬂEJ']ﬂUﬂ{]maﬂiﬂiﬁaaaﬂ')EJLW?']%ﬂQGUE]Q 11/\]'3'3@?1@LUUﬁﬂaqﬂf]ﬂUIﬂiﬂﬂ"]Uﬂiﬂu
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22
Lo
=
o)
@
=D
pes)
ee
2.

snguisellidunguinisinssinguadisieadlaelitie duluadaiue
q

seatiuayulilassnuasidussgingUssasdldla

2.1.1.2 mslmseinguasiniteadlagldsiadunuadadu

dy 3 v s (3 = a (3 s V| U
Tulasanuiliunisdnnisnguasinireadnguinisinszvinguadiisioadlaeldfiaduwua

v
Y a a =<

AUyl seansnnvedlnsreasnazasisvulnalulassuiiussans nnanndusadusua
daduslunguildlunisadranalnaiegluves Relational Database Management System 3iadu

o

(Relation) A9 dUlAUBIASTLRUTUSANUDILALIY

o a { = LY o a v = LY LY . .
NIANdUNISIENINSatuazadunisalesatunualolUalstu (Relational Operation)
A o ' a o & = s o ' o 9 a s a v
desiadusininnitaesiiatuduldlowesistusenineiu dnadaransaiunsadoulioglusy

v A

fiwadn (Algebra) Fa3enin Siadunuadaius (Relational Algebra) [8] ﬂgsuaalvﬁaaaa‘mmiaﬁ

[

srufiulieglusuvesiadulaevsiingugasd

nQuifl 1 Policy veslnireadagliiiuasuiviinisau Rulex iile Rule-x 1¥u Shadowed

Rule

nguf7 2 Policy veslW$inasazliasudvinnisadusiunisiusening Rule-x fiu Rule-y
\{io Rule-x iU Rule-y 1Ju consecutively non-correlated seminafiu

a

M7 3 Policy veslWsinasazliasudvinisadusiiumianuszning Rule-x iy Rule-y
{lo Rule-x agdfiunou Rule-y waz Rule-x 18u consecutively non-correlated downward g

Rule-y Wag Rule-y Ju consecutively non-correlated upward %uiﬂﬁﬁ Rule-x

nauif 4 Policy vesln$readazlildsudvinisaduiusening Rule-x fu Rule-y iilo
Rule-x iU Rule-y \inn13 correlate i way Rule-x-y U waz Rule-x vu consecutively
noncorrelated downward aslUfis Rule-(y-1) Ju consecutively non-correlated upward %ulﬂﬁa

Rule-(x-1)

gl 5 Policy veslwiieadazliiiasuiviinisau Rule-x senldain Rule list iile Rulex

B consecutively redundant #i8 Rule-y
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e 6 Policy veslwiieadarliiuAsudinisau Rulex oanluain Rule list wlo Rulex
FrgaunUu Rule-y wag Rule-x WU consecutively non-correlated downward lUgs Rule-(x-1)

Ui 7 Rulex AU Rule-y annsaguaniudu Rule-z lalaglaivihlof Policy vesln$aoad

'
o v A (%

\Wieu Lile Rz fia RxURy waz Action Yasvidaeamilouriu uaz Rule-y agdnduiiainiiuazagasiui

Y

[y

Anfiufiu Rule-x ngun 8 Policy vaslnsieadazliasudivinnisunsn consecutively redundant

rule Wl

N138U3UNg (Rule Combination)

I3 1% o oA Yy oA & Y a I o § v . =
Junsgusaunguanegdesuiuiieanngliwielungledes uaglidvinli Policy 1Wasuulas

before
order sre_ip dst_ip dst port action
1 50.0.0.0/26 60.0.0.0/24 80 accept
2 50.0.0.64/26 60.0.0.0/24 80 accept
3 50.0.0.128/26 60.0.0.0/24 80 accept
4 50.0.0.192/26 60.0.0.0/24 80 accept
after
Order sre_ip dst ip dst port action
1 50.0.0.0/24 60.0.0.0/24 80 accept

AWUIENBUN 2.3 N1553UNY

wannsrevziinsuliuan Rule Ty Relation udau Relation vosnguifiarsan lnsay

#915847 Action LAz Service Mudiaunu 11911015 UNION Al A0

Rule Packet Rule] Packet

No | YYYYTYTYVYY No | YYTYTYVVVIV VY
'

2 RI UR2 U R3 U R4

3 A ] B A

4

anUsznaud 2.4 n1sgusiunglusuuuuvessiadu
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gRANY @uNsanaLvinlA

Rule viaesneag@aiula [9] lnen1sdesumnis @weilanseidialiianis Correlate fiu Rule

TPALINTES UML) ANUWINITEUTIN Aanslunn 2.4

Rule
No.

Sy o B Do

Packet
AARARARAAR]

——1i

(a)

Rule Packet Rule Packet
No | FYVYVVVIIINY| Mo [YFVYVFVIVVNY
2
> >, 3 |
4
;
¢ | o1 N N ———
(b} (c)

awusznauil 2.5 Msguslaen1sdie Rule W lidaiudsnau [10]

wazdidnmedaniilunisgusiung 3sife n1sunsn Consecutive Redundant Rule n13

unsn Consecutive Redundant Rule aglsivinli Policy \Wasy

o RRRTS L AN
1 [O]
2 5]
) 5]
s|
s | =
6 D
(a)
Rule Packet
| T TR e
1 [O]
) o]
; 5]
s ™
s | a0
6 5]

Rule
No.

P - N N NI N}

Rule
No.

B R

Packet

\AAAAAAA

H|E|+
-
-

A
I
I
I
I
I
I
I

P A ———

I

-
(insert). D_|

D

(b)

Packet
\2ARRARRARA

AUsENaUN 2.6 MsguTIlaen1suNsn Consecutive redundant rule [10]
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2.1.1.3 N159A5189INS29a8%049 Ehab Al-Shaer

Ehab Al-Shaer [3] lauauanisiiaszilniieadlngldvguivoaenluaiuide FIREWALL
POLICY ADVISOR FOR ANOMALY DISCOVERY AND RULE EDITING (%ﬂlﬁ%Ui”N}fa Best Paper
Award, IEEE/IFIP IM’2003) Wieflazéum Anomaly ﬁﬁag‘lu Rule List Tngwus Anomaly sanidu 4
pgmsiuLazesutelaglinguiwnit Anomaly 619 9 TuRatuainesls dalenuves Anomaly
W 4 fedelul

1. Shadowing Anomaly e Rule fignislag Rule Tu Rule wilsflagnaumnti

Rule Nignidsfie Rule Nlxifilonanazgn Execute tae (Ll Packet Tafiazan Match fiu Rule
Y o a . PN &\ A & a ]
U7 Packet gaailiun1snnu Action Mseylilu Rule 1) 11109310 Packet VimunfinIndnae Match
fiu Rule 1 92 Match fiu Rule ln Rule niilaviovang 9 Rule Niegnaunil Rule-x awtiin Shadowing

Anomaly dle Rulex «Jlu Shadowed Rule

$0819989 Shadowing Anomaly wansluguil 10 Tu Rule-List A Hu Rule-3 gniislng Rule2
. Shadowing Anomaly fiannsaidalaiulniieadinasgruieunnuialidiazdu ACL: Access
Control List uu Cisco Router, Check Point Firewall-1 %158 IPTABLES @3ulu Rule-List B 5u Rule-
3 gnislaass Rule $ufud sfide Rule-1 waz Rule-2 Fensalanunsainlduu Check Point

Firewall-1 1fipea1nanunsafiaztiou Rule wuu Multi-Address ¢ @aulu Rule-List C tfu Rule3

= a

anUslaeaae Rule sufuLtuLAe (9@ Rule-1 kag Rule-2) nsaidanunsainlauund Check Point

Y

Firewall-1 uag IPTABLES fil¥aiasti® Multi-Port @y Rule-List D 1Anlstut IPTABLES @4 Rule-3

2z9nUelaY Rule-1 527U Rule-2 Llosaniinsldnaaud® Port-Range

Y 9

\iaifin Shadowing Anomaly uia Shadowed Rule (Rule 7ignda) azlaiilentanazgnldau
ae g1z lidl Packet Taflazidnannuide Rule dle setiun1sau Shadowed Rule #aludelaidl

nansznula 9 me Policy veslW$i9aa n1sau Shadowed Rule Mslutiudstisanuuinves Rule List

Iduasiie vlilseansamnsinauvesinsieadavu uasduiligeenuuungaiunsaiiazenu

ee

Rule List lod18qunie
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Rule-List A (Rule-3 shadowed by Rule-2)

order Source IP Dest. IP Dest. Port Action

1 10.0.01 20.0.01 80 ACCEPT
2 10.0.0.4 /30 20.0.05 23 ACCEPT
3 10.0.0.5 20,005 23 ACCEPT
4 any any any DENY
Rule-List B (Rule-3 shadowed by Rule-1 and Rule-2)

order Source IP Dest. IP Dest. Port Action

1 10.0.0.1,10.0.0.3 20005 23 ACCEPT
2 10.0.0.5,10.006 20005 23 DENY

3 10.0.0.1,10.0.06 20005 23 ACCEPT
4 any any any DENY
Rule-List C (Rule-3 shadowed by Rule-1 and Rule-2)

order Source IP Dest. IP Dest. Port Action

1 10.0.0.5 20,005 21,25 ACCEPT
2 10.0.0.5 20.0.05 23 80 DENY

3 10.0.0.5 20,005 23,25 ACCEPT
4 any any any DENY
Rule-List D (Rule-3 shadowed by Rule-1 and Rule-2)

order Source IP Dest. IP Dest. Port Action

1 10.0.0.5 20.0.05 21-22 DENY

2 10.0.0.5 20.0.05 23-24 ACCEPT
3 10.0.0.5 20,005 22-23 ACCEPT
4 any any any DENY

amUsznaufi 2.7 feg1aves Rule-List 7ifl Shadowing Anomaly [11]

2. Correlation Anomaly fie Rule Meg/ludiunauanansaag Match fuune Packet 719e

Match fiu Rule Niagddunasia

' '
a =) U 1

Rule @04 Rule 13 Action #4iuazisenin Correlate fuile Rule Nioganfunaumnti1 Match

LY

flUU"4 Packet 91 Match fiu Rule Mieg/anduneas uag Rule Mogd1siunas Match ffuuna Packet

Y

Match fiu Rule Miegiouwin dlguves Correlation Anomaly A8 “Rule-x azifin Correlation

Anomaly U Rule-y 118 Rule U Rule-y «Ju Partially Correlate seminef”
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Rule-List E (Rule-2 correlated with Rule-3)

order Source IP Dest. IP Dest. Port  Action

1 10.0.0.1 20,001 80 ACCEPT
2 10.0.0.0 /24 20005 23 DENY

3 10.0.0.3 20,000 /24 23 ACCEPT
4 any any any DENY
Rule-List F {Rule-2 correlated with Rule-3)

order Source IP Dest. IP Dest. Port  Action

1 10.0.0.1 20001 80 ACCEPT
2 10.0.0.1,10.0.0.3 20005 23 DENY

3 10.0.0.3 20005 20007 23 ACCEPT
4 any any any DENY
Rule-List G (Rule-2 correlated with Rule-3)

order Source IP Dest. IP Dest. Port  Action

1 10.0.0.1 20,001 80 ACCEPT
2 10.0.0.1,10.0.03 20005 23 DENY

3 10.00.3,10.0.05 20005 23 ACCEPT
4 any any any DENY
Rule-List H {(Rule-2 correlated with Rule-3)

order Source IP Dest. IP Dest. Port  Action

1 10.0.0.1 20001 80 ACCEPT
2 10.0.05 20005 23,25 DENY

3 10.0.05 20005 25,110 ACCEPT
4 any any any DENY
Rule-List | (Rule-2 correlated with Rule-3)

order Source IP Dest. IP Dest. Port  Action

1 10.0.0.1 20.0.0.1 80 ACCEPT
2 10.0.05 20005 23-24 DENY

3 10.0.05 20005 22-23 ACCEPT
4 any any any DENY

amUsznaufl 2.8 fee1aves Rule-List 7ifl Correlation Anomaly [11]

19819704 Correlation Anomaly lé’LLﬁmalﬁuguﬁ 2.12 11 Rule-List E, F, G, H uag | 1
Junns Correlate fusening Rule-2 fu Rule-3 &1 nsedives Rule-List E 1u Correlation Anomaly
famnsaifnldiulniieadumsgruiouynuinlidnazidu ACL: Access Control-List v Cisco
Router, Check Point Firewall-1 %159 IPTABLES @lu Rule-List F uay G tudaldiu Check Point
Firewall-1 (4Anuaut® Multi-Address) dmlu Rule-List H uaz | tuansnsainduldiu IPTABLES

Tnedi Rule-List H I¥nauaudi Multi-Port Tuvauedl Rule-List | I¥Aauawd® Port-Range

n91An Correlation Anomaly Hu Rule glafiifin Correlation siafu iievhnisadusuvis
Fuazyhlil Policy waslWsroadiudoy wudesadusmumiatusening Rule-2 fu Rule-3 u
RuleList E azilailair0ad5u (ACCEPT) Packet fidun1auna1n 10.0.0.3 wazdvatenieluda
20.0.0.5 wesavanemna 23 18 eaniiunouvinisadudiundsiudy Packet ﬁazgﬂ DENY

aaduidensaawy Correlation Anomaly Aazidudyyiadauyeenuuulisieaddn (1)
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[y |

9193zin150RNRUUN RANaIR (2) HNA159IRi1A359e T Rule Tnagddunouniends uag (3)

NISERUAILNUIUDIEBS Rule AInaMagiinane Policy vadlnsieas

A o

3. Generalization Anomaly A8 Rule 7iynAqs (Generalize) Rule Buvlagdrunou
Rule MwaAax (Generalize) Rule 8 anefia Rule 71 Match fiunn Packet #1a¢ Match fiu

Rule Bu (findfie) Aogludrdureuntild n1s1fin Generalization Anomaly u Rule lafiiin
Generalization Anomaly safuuds Weviinis adusumistuazyili Policy veslnsreaddeu
W oisnadusuriaiusening Rule-2 du Rule3 Tu Rule-List L 2gvilvlsqeadsu (ACCEPT)
Packet M #uM1911910 10.0.0.3 wazduaren19buge 20.0.0.5 wesavatanis 23 14
Fanrniiunourinsadusiumistuiu Packet aggn DENY fatfuiflo msaamy Generalization
Anomaly Aazludgaanfoudesnwuulniieadin nisadusiiumiaves a9 Rule Aana1iaziinasie

Policy vedlnsiead

Rule-List J (Rule-3 generalized Rule-2)

order Source IP Dest. IP Dest. Port  Action

1 10.0.0.1 20001 80 ACCEPT
2 10.0.0.3 20005 23 DENY

3 10.0.0.0 224 20005 23 ACCEPT
4 any any any DENY
Rule-List K (Rule-3 generalized Rule-2)

order Source IP Dest. IP Dest. Port  Action

1 10.0.0.1 20.0.0.1 80 ACCEPT
2 10003 20005 23 DENY

3 10.0.0.0 24 20005,20007 23 ACCEPT
4 any any any DENY
Rule-List L (Rule-3 generalized Rule-2)

order Source IP Dest. IP Dest. Port  Action

1 10.0.01 20.0.0.1 80 ACCEPT
2 10003 20005 23 DENY

3 10.0.0.0 /24 20005,20007 2225 ACCEPT
4 any any any DENY

AmUsENaUd 2.9 fee1ewed Rule-List 71 Generalization Anomaly [11]
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INNI5ANYINITIATIENNuesinsteadlagldiiadunuadadus wudd aifin
Generalization Anomaly agfiunansaifin1saauaunisvesdas Rule aglufinane Policy waels

1988

Y
o

4. Redundancy Anomaly fe Rule MUy Rule o

Rule 71 Redundant (81%8u) 8 Rule du A® Rule MN5¥¥N1N1SHIN Action LAgIRUUU

! Yy

Packet \ignfiufiul Rule 8u (legaiumea) agnseii

Y
o

Redundancy Anomaly 3gtAnduriu Rule L8 Redundant Rule (Rule Ngdfoune Rule

'
a

3w dlewin Redundancy Anomaly U@ Redundant Rule (Rule figdou) 9 Match fu Rule Vlagj

LY v v 1 =3

4 Rule MI0gdiiunaInenaINATaUAGUNGITDY Packet 11AN1 Redundant Rule ague

Y

1
[y v =

ANAUNAT

Aatun15au Redundant Rule fisludsladinansznula 9 ae Policy veslnsioad

Rule-List M (Rule-2 redundant to Rule-3)

order Source [P Dest. IP Dest. Port  Action

1 10.0.0.1 20.0.0.1 80 ACCEPT
2 10.0.0.3 20005 23 ACCEPT
3 10.0.0.0 /24 20005 23 ACCEPT
4 any any any DENY
Rule-List N (Rule-2 redundant to Rule-3)

order Source IP Dest. IP Dest. Port  Action

1 10.0.0.1 20.0.0.1 ] ACCEPT
2 10.0.0.3 20005 23 ACCEPT
3 10.0.0.0 24 2000520007 23 ACCEPT
4 any any any DENY
Rule-List O {Rule-1 redundant to Rule-3)

order Source IP Dest. IP Dest. Port  Action

1 10.0.0.3 20005 23 ACCEPT
2 10.0.01 20.0.0.1 80 ACCEPT
3 10.0.0.0 24 2000520007 2225 ACCEPT
4 any any any DENY

AmUsENaud 2.10 feeaves Rule-List 713 Redundancy Anomaly [11]
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A15au Redundant Rule fslUtudatieanuuinvag Rule List Tduadneg vinliuszansain

[

nsvauvedlniIsadnvy wazdwily nseenwuulniiead Rule List 91ulainedune
INNsANEINTIATIzinguadliieadlngldtiatusuadaius wulnilein Redundancy

Anomaly agiiunensaifinisau Redundant Rule 7slUagiinane Policy veslnsieas

2.1.1.4 n3a519 rule dwmsulsioad
Ingluudminvesnsieadasinnisnses (Filter) Yeyammeadruilasueugininiy

v U a L= 14 o LY s f2 @ 4‘ Ao w k4 s
AauN1sdeungvsen1s a¥1e Rule dwmsulniieadiadusesndrdgun mansasiangueslns
teaanananlUasinlilneadliannsaiavyistesiuesengliiseniuainnisgnunnvselaus

Ifegauiueu usegdlsfimudguassuvardosiulansuilnfieadiinnuvaendeluszaulaad

[

(host based security) aguaa siolUazvananfesuasidenaatl [10]

2.1.1.5 Firewall Host Based Security

a o

AanaszuLIEAesainanuUasasitlussaulaadlngaziiuugdiissiuiwioludl

1) Un TCP/UDP service #Luil@lda1u 1w bootps, finger 8.Ja Service Youfidan

Tonalu mslaufivesdungn wasdudunisannisldau CPU uagmibierudr  vesszuudniig

ado {.‘] v

2) Tunsainandudeuda Service UULAT9INS19a8 AzAI1 NSRS A lgUlALaNe

AALA FEUUWITLY
3) Un Service Mhidndudus vunIaslniioad 1wu n15¥i1 Remote Configuration snLdn

Interface 7lallalduluedosingioas 3e Router )

a) lunsdlildensauaslnreaduio Router azdostosiumsidnds Port fAldlunisaiuay
WU Console Port

5) wilydn Default Password Inglwiinnue et 8 fsnus, "Laﬂf]uﬁwﬁagﬂuﬁﬂﬁuuﬁ,

otliTusuiieiilay wazdlfarsunwiidnusieiusInegme (Wu /<> " [N ~@#$%N&*()_+
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= ) wazAdshsiaruunneeiululiazaTes allmsUasusianiunng 90 Ju

2.1.1.6 Building Firewall Rulebase

nsa$1ang Rule) awdasgudne ldlanru freadiilinising (Rule) tnnnd 30 ng [2]

[
1Y @

(Rule) wsnzanunnnitlagiliinanuduaulainy wageravgihlifamuianainlaelalsiituy

[
v Y

1NN LTITVOR MUFIUNY IALAS 09N UT 8 aIDNA1Y

n1sas1eng (Rule) weslvseaadoladaidunisw Security Policy

L4

3 YY) a s ¢ a a Y a a v
VBIDIANTHIUIAU SUQ'WNIU'V]’]Q LNAURA I@UI%%Wi'J@aaLﬁULﬂi @QN@IVTLﬂ@Nﬁ@WNWW@QﬂWﬁ

wonNL el Rule vsdufidialadn gaua ssuuaisiiadalulung (Rule) vaslvisioad wwu

n13U09Au IP Spoofing, Uasiunislauduuy Land Attack

2.1.1.7 Rule Order M3i389a16Uv8ng (Rule)

Aduedrmilafidesidunsednnuddgunuiendy seaddiulngazriauuuy
Sequence #pnTI9@0Y Packet fuNy (Rule) mmdduny (Rule) Masdlilagasdduugiilunisg
ddureing (Rule) Ao 2119ng (Rule) Midung (Rule) aldliduans uazlwiing (Rule)
Afanuamsazaslisuuy wedesduldly Packet Match fung (Rule) Mtdu ng (Rule)

yhlunau

2.1.1.8 TCP/IP Filter
lunsnsestiudguassuuazimun default policy 19 2 sUkuu Ag

1) Default ACCEPT #auaszuuagiedasning (Rule) litenvuninazda service uaglaas

Tathe wazlaadaugiilignimualiasfidandule

2) Default DROP ACCEPT gguaszuuazfiasasneny (Rule) tiormuninazida Service uaz

laadlatne uaglaandug nldgninnunliasdandule
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RolUHAKATEUUAITAENTIU TCP/IP Service duqndausine luszuy Taaazuansaanunid

o &
ANTINANU

AN57199 2.1 a@ng TCP/IP Service ienstanuilnsiroad

Port(s) (Transport) |Server Port(s) (Transport) |Server

1 (TCP & UDP) tcpmux 1981 (TCP) Shockrave

7 (TCP & UDP) echo 1999 (TCP) BackDoor

9 (TCP & UDP) discard 2001 (TCP) Trojan Cow
11 (TCP & UDP) systat 2023 (TCP) Ripper

13 (TCP & UDP) daytime 2049 (TCP & UDP) nfs

15 (TCP & UDP) netstat 2115 (TCP) Bugs

17 (TCP & UDP) qotd 2140 (TCP) Deep Throat
19 (TCP & UDP) chargen 2222 (TCP) Subseven21
37 (TCP & UDP) time 2301 (TCP & UDP) compaqdiag
43 (TCP & UDP) whois 2565 (TCP) Striker

67 (TCP & UDP) bootps 2583 (TCP) WinCrash

68 (TCP & UDP) bootpc 2701 (TCP & UDP) sms-rcinfo
69 (UDP) tftp 2702 (TCP & UDP) sms-remctrl
93 (TCP) supdup 2703 (TCP & UDP) sms-chat
111 (TCP & UDP) sunrpc 2704 (TCP & UDP) sms-xfer
135 (TCP & UDP) loc-srv 2801 (TCP) Phineas P.
137 (TCP & UDP) netbios-ns 4045 (TCP) lockd

138 (TCP & UDP) netbios-dgm 5800 - 5899 (TCP) winvnc

web

server

23



AN57199 2.1 a@ng TCP/IP Service fimsUanuilnsioad (sa)

Port(s) (Transport) |Server Port(s) (Transport) Server

139 (TCP & UDP) netbios-ssn 5900 - 5999 (TCP) winvnc

177 (TCP & UDP) xdmcp 6000 - 6063 (TCP) X11 Window
System

1024 (TCP) NetSpy 31337 -31338 (TCP & UDP)  [Back Orifice

1045 (TCP) Rasmin 32700 - 32900 (TCP & RPC services

UDP)

1090 (TCP) Xtreme 32720 (TCP) Trinity V3

1170 (TCP) Psyber S.S 39168 (TCP) Trinity V3

1234 (TCP) Ultors Trojan 65000 (TCP) Stacheldraht

1243 (TCP) Backdoor-G

1245 (TCP) VooDoo Doll

1349 (UCP) Back Orifice DLL

1492 (TCP) FTP99CMP

1600 (TCP) Shivka-Burka

UDP)

1761 — 1764 (TCP &

sms-helpdesk

1807 (TCP)

SpySender

AN5199 2.2 W@ng TCP/UDP Service iestanulalidnunannaieusn

24

Port(s) (Transport)

Server

79 (TCP)

finger

161 (TCP & UDP)

snmp




AN5199 2.2 hang TCP/UDP Service fiestanulalidnunannaieuan

25

Port(s) (Transport) Server
162 (TCP & UDP) snmp trap
514 (UDP) syslog
550 (TCP & UDP) new who

A1519% 2.3 uans TCP/UDP Service fimaidalsiusnislu DMZ

Port(s) (Transport) Server
20 (TCP) ftpdata
21 (TCP) ftp

22 (TCP) ssh

23 (TCP) telnet
25 (TCP) smtp
53 (TCP & UDP) domain
80 (TCP) http
110 (TCP) pop3
119 (TCP) nntp
123 (TCP) ntp
143 (TCP) imap
179 (TCP) bgp
389 (TCP & UDP) \dap
443 (TCP) ssl
1080 (TCP) socks
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A1519% 2.3 uans TCP/UDP Service fimnaidalsiusnsiu DMZ (si9)

Port(s) (Transport) Server
3128 (TCP) squid
8000 (TCP) http (alternate)
8080 (TCP) http-alt
8888 (TCP) http (alternate)

o [

a o o a o [ 14 [ 13 [ ¥ 4:9’
el QiJﬂ’]LL‘N%‘L!’]E’]ﬂﬁ’ﬁ/ﬁ‘Uﬂ’]iﬁ‘i’]ﬂﬂ{]%@ﬂlﬂi’l’e}aa[lﬂ IﬂEJQ%LLﬁﬂQLUWUEJ“]ﬂQ‘H

1) esiinstiuiindeyaas Log dmsung (Rule) M4 Block n1sidniia sdayatiaziu

Usglewu Tunsnsiaaaun1syungn

2) Yasfunisuaeuledi (P Spoof) dmsudeyaridiuiaindumesiien Inedeadulaln

Packet 7 Hlafssnaluiitnundunsavianielu

127.0.0.0 - 127.255.255.255 : Local Host Address
- 10.0.0.0 - 10.255.255.255 : Reserved Address

- 172.16.0.0 - 172.31.255.255 : Reserved Address

- 192.168.0.0 - 192.168.255.255 : Reserved Address

- 224.0.0.0 - 239.255.255.255 : Multicast Address

3) JaaiuLAsaalns0aa91nA15lauAwuU Land Attack @an1staufwuuilagleisds Packet
914 Source IP Address a59nunyU Destination IP Address 71191 Source Port kag Destination

¥

Port insaiiu FanelilAanislaufuuy Denial of Service Fatasiulalay Block lulvideyavninni
Source IP Address aissfiuriulefiveansotienslutanlussuy

4) Jeaun1slaufuuu SYN Flood 7ia3 oslnsiead §aungnazde SYN Packet
FIUAUNINUITY 1AS 9Ua8N1 Wi lWA1U99n155U Connection Tu Service aananLfy

lnldanusaliusnisun wsesdu ¢ 1
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5) Yoartulnsioaduaziad eedu 9 a1eluin3eun891n traceroute WNS12 traceroute
Wulusunsy Aaaelinsuddledveninsauas Router 7 Sudana Packet lUflaz hop
unseatedsaneniefideanis lneldauantaves IP Time To Live (TTL) Tunisvany
Tnesfuazivuasn TTL counter Al Router 7 Packet Wulddudesada ICMP message
ndunELe dmsusds tracert Ty Windows 1 2514 ping (ICMP Echo) 1fusaas Packet sanly
Tuwaedt traceroute Ty Unix Wu agld UDP datagram Jusadeteyasenly datagram
figndseenluduasgnasluéa port 33434 Tnefivleadt uay Awmneiay port Havgnifindudialdsy
packet fimounduinegnagndes Insunduds traceroute snazds datagram sanlddiuiu 3

datagram tiedasiun1sgaveseninanie

=

6) Daii119ziin15U09AUN5IH9U traceroute 19 Unix wag Windows Walnaiu

9 SLyad‘:{'

un3nAds awsald358uluns trace Winndunievieneluy wu n1sldlusunsu Firewalk

)

ey

(%
LY

AIUMINABINTT 1engansly traceroute $3U919 Firewalk ud3 9eAoel935 drop TTL Exceeded in

Transit packet 1 ¥100nlUgBWWSHIR

Current chain :
H Nb packets / page : Ul
I p ta b I es I o g S Packets date ; FACCOARN|
Packet filter
Last packets filtred by chain DROP younger than 2 days :
4587 packets in database
Chain Date Host Interf. Proto. 1P Dest. port 478 packets younger than 2 days
DROP 2002-10-06 21:06:03 nuage ppp0 UDP p5082C792.dip0.t-ipconnect.de 137(netbios-ns) i"’ P"“‘f;n‘;‘r’:zrm sugme
DROP 2002-10-06 21:00:54 nuage ppp0 UDP  dup-200-65-6-111.prodigy.net.mx 137(netbios-ns)  |Last was st 2002-10-06 21:06:03
DROP 2002-10-06 21:00:54 nuage ppp0 UDP  bgrevx038228.prexar.com 137(netbios-ns)
DROP 2002-10-06 21:00:37 nuage ppp0 UDP  host217-39-63-27.in-addr.btopenworld.com  137(netbios-ns) Top Hosts [DROP] [2 days]
DROP 2002-10-06 20:58:35 nuage ppp0 UDP wkm53-01-p128.fs.5aix.net 137(netbios-ns) on ::
DROP 2002-10-06 20:37:57 nuage ppp0d UDP 200-161-6-88.dsl.telesp.net.br 137(netbios-ns) iy
DROP 2002-10-06 20:32:53 nuage ppp0 UDP 211.229.201.148 137(netbios-ns) | nexu: 36
DROP 2002-10-06 20:13:15 nuage ppp0 UDP N623P014.adsl.highway.telekom.at 137(netbios-ns) i ::
DROP 2002-10-06 20:01:57 nuage ppp0 UDP a213-22-193-57.netcabo.pt 137(netbios-ns) 3
DROP 2002-10-06 19:41:41 nuage ppp0 UDP 216.6.110.192 137(netbios-ns) L e fr ol
ier-1-27-62-147-81-154. .
DROP 2002-10-06 19:20:17 nuage ppp0 UDP  hbt-al7.carrollsweb.com 187(netbiosns) | e o ST AT .
DROP 2002-10-06 19:16:36 nuage ppp0 UDP  async219.starlink.com 137(netbios-ns) | 19s.24.216.1 3
DROP 2002-10-06 19:05:08 nuage ppp0d UDP GR149096.Griffin PeachNet. EDU 137(netbios-ns)
DROP 2002-10-06 18:57:.50 nuage ppp0 UDP Ace21.pppool.de 137(netbios-ns) Top Proto [ALL] [2 days]
DROP 2002-10-06 18:54:30 nuage ppp0 UDP bdsl.66.13.220.210.gte.net 137(netbios-ns) Proto Nb
DROP 2002-10-06 18:46:03 nuage ppp0 UDP  ANice-101-1-1-106.abo.wanadoo. fr 137(netbios-ns) | 1" =
DROP 2002-10-06 18:31:25 nuage ppp0 UDP pdf7c35.kngwnt01.ap.so-net.ne.jp 137(netbios-ns)
DROP 2002-10-06 18:31:25 nuage ppp0 UDP pdf7c35.kngwnt01.ap.so-net.ne.jp 137(netbios-ns)
D AD AMM_IANZ 105048 anana anat TTMD  n2BQE20 AT dind t_inannnant da 127 mathine_nch
= ¢
a2 .
@
AMwUsEnauyl 2.11 uanslusunsuiiasigit Log File [13]
2.1.1.9 IP Address
v ' '
a o a = VL s I 1 \/L & LY 4 A
o v
IP Address [14] uvaviim 32 Us %39 4 Lus laglaazlun 22QnAua8LAIoIuneg ()

Y

feenaiy 172.20.22.2 wazdsanunsanusosnidu 2 dauluejq Ao
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*  AIULSNIENIT LA Network Address 38 Subnet Address

*  AUNEBIITYNIN MUNLAY Host Address
Subnet Mask [7-9] aztaneniezindrulanielununaiay IP Address 1u Network Address hag
d2uladu Host Address satiuaziulaa1t9a19115191%uA 1P Address 1519¢#89019UA Subnet

Mask ferane dmsunisuiiranaludumesidawuseanidu 5 class Aagui 2.11

Bits: 1 89 16 17 24 25 32
0XxxXXXXX Host Host Host
Class A: ‘
Range (1-126
Bits: 1 89 16 17 24 25 32
10XxXXXXX Network Host Host
Class B: ‘
Range (128-191)
s 1 89 16 17 2425 32
Bits:
‘ 110xxxXxX% Network Network Host
Class C:
Range (192-223)
: 1 89 16 17 2425 32
Bits:
1110xxXX | Multicast Group | Multicast Group| Multicast Group
Class D: ‘
Range (224-239)

awusenaudl 2.12 LL?WNﬂ?iLLﬂ\iﬂﬁ?ﬁUULﬂ%@ﬂhEJ%UL‘VIE]%L‘I?IG]

Class A Svaneias Network Address faus 1 — 126 wag Host Address dsuauwiniu 22°

Class B flnanetan Network Address faust 128 — 191 way Host Address Ssauaumiaiu
216

Class C Slmnetan Network Address #ausi 192 — 223 uag Host Address fisnunuwiniu 2°
Class D Swne1aw Network Address faus 224 — 239 uag IP Address fitudesn 216 @ m3u
multicast group

0 gnilulduny default route

127 gnilUldidu Loopback Address dwsudnassnisasdeyanislueses

Class C ANUD9DNLDALATALAININTT 192 D19 233

1%
Y

Class D AvasafiLanmsainas 224 Juld
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Subnetting tJun1311101 Network Address Mifloguwaagavoanilunanss) Subnet Addresss lng

[y 1

T 11IuVee Subnet Address 11NN MseINIAUTIILILTAISwnUANTY Feg1uy 15la
Pubic IP Address 203.166.16.30/28 (16 IP Address) 11910 ISP ilednassliuwngunsalidaisnuas
Server /199 151811150 1935015%1 Subnetting NuUswesdesaanulmilulnsednedoy 9 iy

wUadu 2 subnet (subnet az 8 IP Address) Wusi

2.1.1.10 N9 Subnet 4au Subnet (Variable-Length Subnet Mask : VLSM)

A [

VLSM [15] Aan1sn

]

1 Subnet melu Subnet WAHaTNdARigalun T VLSM fio deansli
p3esivuIaneRAUNSIEIIUD399) WU interface U89 WAN Link fimsnislofitonasaiiisua 4 lo
i Tunsdouse Tneld 2 lefidwsuilu Network Address wasuseanand fndesn 2 lefiiold
muualivdunesavensiaeifideusadiu éﬁgﬂ‘ﬁ' 5 397n3U WAN Link fdoudolufiiinisa
172.16.14.132/30 a¢l¥ Network Address \Ju 172.16.14.132 d@2uUsanAaNdA oni1eLas
172.16.14.135 d@ulefl 172.16.14.133 uay 172.16.14.134 agldidumneiaausediudumesina
vous1med wwdiulgilefifigosmslunsdlildifios ¢ lof dliinnsvi VLSM agilidoadelodily

& o B4 1w v
LUU%']U’JTAN']ﬂLLﬁ%hJﬂ&JﬂWﬂUﬂ'ﬁl‘ﬁmu

/"\,‘

172.16.14.32/127

172.16.1.0/24

172.16.14.64127 %
) ﬁ 172.16.14.136/30 A —
St 0
L 2 1
/—\ %,

172.16.2.0/24
A
AwUsEnaud 2.13 msld VLSM Tunsdnassuunewan 4 IP Address 19U WAN Link

2.1.2 Vlz]‘lﬂf]"uaﬂwﬁ (Bayes’ theorem) [14]

nouveuud(Bayes’ Theorem) gniiaiundulag Thomas Bayes lagly
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v ! [d o LY a (Y ! = a LY &
GIIMRKRN ﬂ’)']lli\l’m%L‘U‘HLL‘U‘U?,JLQ@UI‘UN’]WGNU’W]Q‘U{]UV]@QﬂaTJ lnedisneaziden @QW@I‘U‘U

12
= v

a1 lienandusivg U Usenaudrewinnisald ldarunsaind uldndouduk 97uiu
WRANISAIAD Ay, Ag, As, .y A #93UT 7.1 uazlit E Jumsnisaivilslud3gfidaegneiiiinain n1s
naapanedfuivazdaadudiunives Al=1, 2, 3, ..., k) gaU1samUINANLNE Wuwuul

Reoulvvesvsnisainislu A Wawnnisal E nfuuailanaunisi (2.1)

MwUsENauN 2.14 wnn1sal E uumnnisel k wsnsalidinnseudulyla

P(E/A)*P(4;) _ P(E /AD+*P(A))

p(Ai/E) = YK P(E/AD+P(4) P(E) 1)

2.1.2.1 nM3iFeuiuuuiug (Bayesian Learning)

a v P a g o a | & i3 y
nsseuswuung Wumadaildnguianuiisiluaunguesud (Bayes’ Theorem)

WendnauuAgulauiszgnaesnan lngldaiusneunt (Prior Knowledge) laun Aa1unay

'
=2

Juneunidmsvanufigiunils 9 Saududeya wu anuurssduiidunaladmsvauud nils 9
P a Ao
\ieynaUNRgIUNATIaN
a 4 3 o [ o ' < U a S
n1si3eusuuiugedendnnisvesnisawianuiissiiuvesudazauuigiu (Quid
Aomanadmunensenadnsnisvitune) lnenisiseusuuuiudidunisiseusiiuliidenn daeen
Tngdfldungnihundsuidsunisuanuas@siinadonisiiunieanaiuuiazdu vinlidnisseusi

Wasuly msidwuvazgnusuldsulumudiegrslndflalasnuinduanuiiauidganis

weaaaradmnevesdiiegdldmnuiazduunnfignvemnauufgiu

Mnvguiveaudinansamunanuiasiuvesanufigiusig o laeldaunisin 2.2
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P(D]h)+P()

P(hID) = 220

1ng

* D wnudayaimhunldlumsunanisuanuasanuiiaziluposteriori probability

VBIENNFFIU h A P(h|D) M1uvg 6
* P(h) Ao muuvzdunsunivesauudgiu h
* P(D) fie anunvzilunounivesyadeyadiede D
*  P(h|D) Ao Amthaziduves h 5led D

* P(DJh) Ao Autinanduves D 1led h

Aragen1sAUIMLNaEannaNafgiulaenguadug

AuldAunislunTiamilse deise wansnsaaduuln (+) 98INNTIVN wmItadelsaauldauiiin

[

HulsnuniFeniodelilaeidoyammduatedsd
o wamsnsradoduuinaglinnugnies 98% ndifiiilsatiuegads
o wanmansradoduauagliaugnies 979% nsdilaiflsatu
* 0,008 vaaUszrnimuatlsauzss

1 @) v 4 1 1 [ I t:’l"
nAMNLNE USRS ENIUIANNTNg LI T uRe LU

P(cancer) =0.008 P(~cancer) = 0.992
P(+ | cancer) =0.98 P(- | cancer) =0.02
P(+ |~ cancer) =0.03 P(- |~ cancer) =0.97

a ] v & & a A o <, =~ P
aunfiguinl - aulddulsauziiasadeinanisamaduuin Weuwnuniy Pcancer |+)

wnuAlugns

P(+|cancer)P(cancer)
P(+)

P(cancer| +) =
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= 0.98*0.008
= 0.0078
dunfguiz  auldduldidulsrugiSeasadieinanisnsaduuin Weuunumie Pl~cancer |+)

wnuAlugns

P(+|~cencer)P(~cencer)
P(+)

P(~cencer|+) =

= 0.03*0.992

= 0.0298

119991nNaTIU83 P(cancer |+) AU P(~cancer [+) AUl 151813150 Normalize A3

P(cancer |+) = 0.0078/(0.0078+0.0298) = 0.21 wag P(~cancer |+)

= 0.0298/(0.0078+0.0298) = 0.79

a3Udn duufgiuil daiannuuiraziduwingu 0.21 wazauufigiuin2 Jauiiaziduwindy
0.79 Tumsidennevanufiguiieswin auufgiuin2 dawinni auufgiudiauldlidulsauzss

densuransiaduvindeanudiazdu 0.79 Figniden

ArdnuunUIENNANgALUULUE (Bayes Optimal Classification)

Tunisduunusziandiegne X la 9 furenluianvensdiinanissuundsznm

'
a IS o

Aag 19 liAURANANIINANLAFIUNANAY 15198 lET MU UssANANgALUULUE LW TN

&3

=

Uszansegne X Ninaziduiian

q

AU LA

hwep (Maximum A Posterior Hypothesis) wnu aunfgiuiiinvziluiign

61 hye L Uuanufgiuiasduiian hy,e 01akilunisduunusznn

fegeiiunay 1ufign (most probable classification)
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a v o Aaa 6
‘LlEﬂllGl'J"U’]LL‘L!ﬂ'iJﬁ%Lﬂ‘VlVI@V]?!@LLUULUEJ

s () = argmax Z.f;‘&""’”"-'o’ 23

asuelalasfiansanauuAgiunsausialull P(h1|D) = 0.4 P(h2|D) = 0.3 P(h3|D) = 0.3
lelvifegne X wan1suunUseinnvesauuRgnudufel hl (0 = + h2 (X) = - h3 (X) = -
91INFIDLNTNAU 1INV

P(h1|D) = 0.4 P(-|h1) = 0 P(+|n1) = 1

P(h2|D) = 0.3 P(-|2) = 1 P(+/h2) = 0
P(h3|D) = 0.3 P(-|3) = 1 P(+/h3) = 0
¢ld 2 P(+|h)P(hiD) = 0.4 Hi € H

2. P(Ihi)P(hilD) = 0.6 hi € H

Aty M3unUszIaNdIeg1e X Aifl MAP Class fie panafithaziduiniign fie -
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2.2 MUI8NNYIVD9

Dest IP Dest Port Source IP

| Admin ]

tsactvoupl(pronge) e

InternalUsers (ip range) [+

htp

—TT— g — o
hitps E

InternalUsers (ip range) [+]

Branch Of fice (ip range) vl _smtp || -
Web Server | imap ¥ A Admn ]
ver £

g /_InternalUsers (ip range) |v

“TnternalUsers (ip range) |

~¥| Branch Office (ip range)

\ > Mail Server [+]

dns —
Tite —{ ONSServer  [¥]

“A[ TnternalUsers (ip range) [v]
W[ TrternelUsers Gp range) 7]

AmUsznauil 2.15 Using an IP address & port name [15]

An Improvement of Tree-Rule Firewall for a Large Network: Supporting Large

Rule Size and Low Delay [15]

o o

Isreadilugunsalilaisaiidanudidgydsasinisunseatuayuisoswesdannauu

[
= |

LAT0Y18 W195IN15989n150 e uT uegAuNgIvsIead rsireaduuuawau laun i.n. Cisco

Y

ACL,IPTABLES, Checkpoint wag Juniper NetScreen firewall %maﬂaamﬁﬂmﬂmﬂﬂg LLazﬂgﬁ%

gneenuuuludnuuzvesdad Ssagnsivdeuniananufianianisivaveuiiamng ogelsiniulng

¥
4 =]

saa v o ° | o Y ° s ¢ al
ADAANUANYUSATININIUA TN LUUY EJ’]’&]%U’]MQM?U@LLEN %Q@qﬁ]ﬂlgwqiﬁulﬁ/\]?)@aamﬂﬁqﬂ

Uaoandatseaimiaviibilszaninmlunisvinnuanas lneiiugiuaul Junsunthiinidelaviinag

[

dnausliiieaafddnvauzvedlassadiauuy Tree Fslinvdgyministaudweang wazvinenulais

nlWeasauUNugIu



